
 
 

Chuck de Caro 
 

Killing al-Qaeda 
 

Global Warfare Symposium 
Los Angeles, California 

17 November 2011 
 
 

Mr. de Caro:  One correction on the program.  I’m not a 
graduate of the Academy.  I merely attended it.  [Laughter].  My 
revenge is that [inaudible] all my papers and videos which are 
now part of the training regimen for First Classmen.  That makes 
me very very happy. 

 
Again, my name is Chuck de Caro.  I’ve had an interesting 

career so far.  I started at the Air Force Academy under General 
Olms, who put his hand on my shoulder and taught me things 
personally.  I wound up in the Army despite the [inaudible], 
[inaudible] Ted Turner where all that military training came in 
handy.  

 
I first started thinking about the effects of global 

television, global visual media in 1983 when I was a 33 year old 
special assignments correspondent, the first special assignments 
correspondent at CNN.  I realized that I had the ability to push 
around governments.  Think of the arrogance of that statement -- 
push around governments.  [Inaudible].  However, I had this 
great big machine behind me called Cable News Network, and 
basically what I said went. 

 
The first time I was in Nicaragua, I [got bounced] off 

convoys that the NBC reported in [inaudible] competition called 
the [inaudible] that I was working for the agency, got bounced 
off a convoy.  That irritated me.  I picked up the phone and 
called the logistician in charge of guerrilla movement and said 
if I miss that interview tomorrow morning I’ll be up in front of 
your secret headquarters, I’ll abrogate the agreement I had with 
you, and do a live segment on CNN?  How do you like them apples?  
Suddenly a Jeep appeared from nowhere, the convoy was stopped, I 
got the convoy [inaudible]. 

 
The very next time I went down there I wanted to talk to 

the President of Costa Rica.  I get on the phone, I get to the 
gatekeeper and the gatekeeper gasps and says, [in Spanish].  The 
next sound I thought I would hear would be the beepah of the 
Costa Rican police coming to pick me up and throw me in jail.  
Instead, the President got on and invited me over for tea.  I 
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spent an hour interviewing him.  He spent two hours interviewing 
me.  And it was about the political power of information.  
Particularly televised information. 

 
Now being an alumnus of the Academy, having learned about 

Clausewitz, I was pushing around national will and I wasn’t a 
nation state.  So I decided to start writing about it. 

 
What I’d show you first is an early soft war primer that I 

did for the National Security Agency.  If you can run that for 
me, please. 

 
Moderator:  by the way, I need to tell you that Chuck has 

invented a new INT for those of you in the Air Force.  There’s 
signals intelligence, human intelligence, he created this INT 
called TV intelligence.  I think he’ll talk about it. 

 
Mr. de Caro:  I’m going to talk about that and something 

similar called cinemax analysis as we get deeper into this. 
 
[Video shown]. 
 

 Hello.  I’m Chuck de Caro.  The Department of Defense has 
asked me to open your primary course on information warfare by 
walking you through some “out of the box” ideas.  The 
Clausewitzian view was the expansion of politics that uses the 
controlled application of violence to constrain the enemy to 
accomplish our will, it reflected the technology of the early 
19th Century.  But the arrival of global real-time television has 
replaced the fine line between diplomacy and warfare with a 
large gray zone where the wheels of societies can be bent 
without necessarily resorting to full-scale warfare.  I call 
this new kind of warfare soft war and define it as the hostile 
use of global television to shape another society’s will by 
changing its view of reality.  Soft war may help explain why 
after three years of trying to root out Osama bin Laden the 
United States has taken Afghanistan and Iraq, created global 
counter-terrorist links, spent hundreds of billions of dollars, 
but the al-Qaeda attacks are still coming.  Why?  
 
 The likely cause is the U.S. insistence on using Cold War 
legacy systems and even more archaic thinking in dealing with an 
asymmetric enemy who has totally adapted himself and his 
operations to the infosphere.  He is in effect a virtual 
guerrilla whose area of operations is global and four 
dimensional -- air, land, sea, and information.  Thus this 

 
Professional Word Processing & Transcribing 

801-556-7255 
 



Chuck de Caro - 11/17/11             3 
 

stateless millionaire has been able to conduct a new kind of 
guerrilla war on a global scale with attacks against American 
interests from the Middle East to the once sacrosanct shores of 
the United States itself. 
 

Bin Laden has demonstrated distributed and disbursed 
intelligence and command functions by simply using the 
ubiquitous internet.  He has also used global television to 
greatly magnify the size and scope of his attacks and create a 
kind of international cult following based on the amplification 
of his alleged charisma.  America has inadvertently worsened the 
situation by attacking only visible tactical targets from the 
Philippines to Afghanistan to Iraq. 

 
This conventional doctrine is like the inept mechanic who 

fixes an engine warning light by cutting the wires to the light.  
The same mentality applies to simply killing or capturing 
terrorists.  The problem is in the engine, and the engine here 
is a virtual body politic that supports bin Laden through 
contributions of money, personnel, intelligence, operational 
assistance and political support.  This virtual body politic is 
hiding within the larger Islamic culture of some 1.65 billion 
people.  What is needed is a four-dimensional military that 
operates equally well on land, sea, air, or the infosphere.  A 
force that is doctrinally guided by an integrated information 
warfare plan with kinetic adjuncts, not the current kinetic plan 
with IW adjuncts. 

 
I’m Chuck de Caro.  Thank you for your time.  Duty calls.  

Learn your lessons well.  Good luck. 
 
Now bin Laden’s dead.  Is al-Qaeda dead?  No.  As I say in 

this early film that is now seven years old, killing a terrorist 
is like cutting the wires to the engine warning light.  The 
problem is still in the engine and that engine is the body 
politic that continues to believe in the doctrinal views of al-
Qaeda, and they continue to do so. 

 
Next slide, please. 
 
[You’re] already a victim of soft war.  When I talk about 

soft war, it’s the hostile use of global television.  
 
How many know this guy?  [Inaudible].  Keep America 

beautiful.  Remember all that?  A real American Indian.  You’re 
wrong.  Perception or reality?  It’s really -- next slide -- an 
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Italian guy named [Espana Osta de Conti] who is an actor, but 
all of you really thought he was an American Indian.  For the 
last 30 years.  Sorry, folks.  You’ve been deceived because in 
television, perception matters more than reality.  You’re 
innocent victims or you’re victims. 

 
Next slide. 
 
When I was at the zoo, when we were at the zoo -- for you 

that don’t know, that’s the Blue Zoo of the United States Air 
Force Academy -- they made us memorize this and it stuck in my 
head.  He’s another Italian boy too, Giulio Douhet who said 
“Victory smiles upon those who anticipate a change in the 
character of war, not on those who wait until after those 
changes have occurred.”  Again we’ve been in this fight for ten 
frigging years.  Maybe we ought to pay attention to what the 
thinking was of an early air power advocate and apply it to 
information warfare.  Do you think? 

 
Next slide. 
 
What did Clausewitz say?  What is it we’re in business to 

do?  We do war.  The extension of politics that uses the 
controlled application of violence -- Marines, that’s the bay in 
the moon -- to constrain the enemy to accomplish our will.  
Okay?   

 
We now have a new thing that Clausewitz didn’t think about.  

He was constrained by the technology of his time.  The only way 
he could affect the enemy’s will was through diplomacy, 
literally, having your king marry their queen.  Beyond that 
there was a very clear line that said peace/war.  We charge 
across the enemy’s border with enough cold steel and gun powder 
and kill enough of the area’s military so the body politic had 
no choice but to obey.  But a late 20th Century invention of 
which I was part, global real time, ubiquitous and now universal 
television in all its myriad forms -- internet, [weather tube], 
DVD, satellite broadcast, [inaudible] broadcast.  Television has 
opened up that fine line to a gray zone where the wills of 
nations can be bent.   

 
Next slide. 
 
I call this new activity soft war.  I [Inaudible] 

television back in 1991.  Soft war is the hostile use of global 
television to shake another society’s will by changing its view 
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of reality. 
 
Next slide. 
 
I’ve changed that slightly to global media to include all 

those televised methods that you may partake, [inaudible] the 
internet. 

 
Next slide. 
 
Television uniquely transfers information through 

perception of images and sounds rather than hard facts.  The 
best example of this in our domestic industry is the 
Kennedy/Nixon debates.  How many people have used them in their 
college classes or are old enough to remember them?  Does 
everybody know what I’m talking about?  Okay. 

 
If you look at those things today there are some 

interesting things.  If you look at transfers you will see that 
both candidates broke even.  Why?  Both had been serving naval 
officers in the Pacific, both of them had been on the national 
scene as congressmen and senators and Dick Nixon was Vice 
President.  But the entire time from 1946 to 1960 they broke 
even.  They knew their stuff.  Ironically, if you look at a 
transcript, ever third word is communist or communism. 

 
The people who heard them on the radio thought that Nixon 

had an edge because his voice was deeper and they were not used 
to Kennedy’s Bostonian accent.  However, this was the first 
debate on television.   

 
I’ll show you how perception changes reality.  Everybody 

pick up your right hand like this and twist on my mark.  Ready?  
Mark.  Down.  Just changed history.  Your name, the CBS producer 
at the time, Don [Jewly], did not like Nixon very much so he 
went like this and twisted his key light.  If there’s one person 
here who absolutely knows what that means, that’s Deborah 
[Franz] who is a co-executive producer at [inaudible].  What 
happens when they change the key light, Deborah? 

 
Voice:  You go dark. 
 
Mr. de Caro:  And you look really bad. 
 
If you look in the first debate, Nixon’s eyes looked like a 

raccoon’s. He had no makeup on, and he had bad key light.  So 
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you see shadows.  He also had a rumpled suit [inaudible] light 
gray. 

 
John Kennedy showed up with a navy blue suit, full 

theatrical makeup, and had a natural born charisma that we call 
in the business TQ, telegenic quotient.  If you have a Q of 10, 
it used to be [inaudible] making $14 million a year being perky 
at 6:30 at night.  If you are a 0 or a 1, you’re the Assistant 
Secretary of Defense of Public Affairs, having only recently 
been promoted from the side of a milk carton.  [Laughter]. 

 
Think about this.  The Assistant Secretary of Defense for 

Public Affairs, he or she represents America and we’re Americans 
and we can’t remember one.  What is wrong with this picture?  
We’re still in the industrial age.  [Inaudible] the PR guy.  
Let’s get to offensive weapons, shall we folks? 

 
Okay.  Here’s the irony.  When John Kennedy was asked in 

1960 what medium do you have to have on your side in order to 
win?  You know what he said?  Time Magazine.  Well, Harry Loose 
was the man in charge of Time and Life and all that, but that’s 
how much the world has changed. 

 
Can anybody imagine here running for a ball catcher without 

media support on television?  Anybody?  No. 
 
So let me extend from our domestic reality into our 

international reality.  How important is it to project the right 
image?  And not just once as a message.  Getting the message 
isn’t what we want.  Getting the narrative, the whole thing over 
time, is really important.  My last slide will show you. 

 
Next slide. 
 
Sophomore on radio, Orson Wells.  Created a whole other 

reality just on radio.  Imagine what you can do with television. 
 
Next slide. 
 
How about this guy?  Remember Terry Jones a year ago?  

Creating riots all over the world with one trailer, one sign.  
Riots in Afghanistan, all around, dead people just from that.  
Is this a powerful instrument?  Yes or no? 

 
Voices:  Yes. 
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Mr. de Caro:  What are we doing about it?  Not much.  
 
Next slide. 
 
The U.S. military must be able to operate transparently 

because the ubiquitous counterpart is universal access to full 
internet.  Therefore every military operation automatically 
becomes mil/pol.  If you really think that you can operate 
anything larger than a company, anything larger than a [flight], 
not even a [inaudible] without the rest of the world knowing 
about it, you’re living in the past.  Everything we do has a 
mil/pol effect. 

 
We talked about the Kitty Hawk in the last class where it 

goes.  Now multiply that by the effect of global universal 
video.   

 
Why aren’t we planning for it?  Why are we planning like 

it’s still World War II and we can actually keep a secret and 
hide things in OpSec?  No.  Modern OpSec ought to be saturating 
the enemy with so much information that its whole command 
function collapses trying to sort out what the reality is.  Are 
we doing that?  Anybody? 

 
Voice:  No. 
 
Mr. de Caro:  We’ll have the second lecture after this. 
 
Next slide. 
 
Full TV and internet provide emerging powers extremely low 

cost, extremely high quality real-time television while 
[inaudible] operate, from top to bottom. 

 
Where is the President of the United States today?  

Probably [inaudible].  The Rose Garden, the light’s out on CNN.  
Anybody got the GPS coordinates?  Now try that for any other 
leader.  The world has changed a lot since 1947. 

 
Let’s talk about 1947 in our command structure.  What year 

did we get the CIA?  1947.  NSA?  1947 again, 1952.  The United 
States Air Force, 1947.  Okay?  Department of Defense, 1947.  
From our World War II experiences [inaudible] war.  Okay. 

 
How many electronic computers were there in 1947?  One, one 

secret maniac and one more in Britain that came down from number 
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13.  The first electronic computers were used to break Nazi 
code.  A guy named Billy Flowers invented it, but it was so 
secret there was no revelation of it until 1975.  So basically 
there was one computer that anybody knew about in 1947. 

 
How many fiberoptic communication systems were there in 

1947? 
 
Voices:  None. 
 
Mr. de Caro:  Tens of thousands but they were a little 

crude.  They took the form of two-foot long [inaudible] 
cylinders stapled to the sides of 1947 Pontiacs.  What they did 
in communication, 1 and 0, is if your headlight went out the 
tube, stapled next to the fender, would stop glowing.  That’s 
where fiberoptic was in 1947.  Does everybody remember this now?  
Seeing old cars once or twice. 

 
How many globe girdling television satellites were there in 

1947?   Come on, suckers. 
 
Voice:  One. 
 
Mr. de Caro:  Wrong.  Three.  Unfortunately they were all 

in the wonderful inventive imagination of Arthur C. Clark who 
wrote an essay about [inaudible] television by putting three 
satellites in geosynchronous orbit in 1947.  

 
Now we laugh at these silly examples, but we shouldn’t be 

laughing at the fact that our command structure, save for the 
Goldwater/Nichols Act, which modified it slightly, looks exactly 
the way it did in World War II.  You don’t think MacArthur 
couldn’t come back and take charge?  

 
So what’s wrong with this picture? 
 
How about al-Qaeda’s command structures?  Look anything 

like ours?  When did they come into existence?  1996.  So they 
took advantage of global television and the internet from the 
start. 

 
Maybe we should think back to Douhet, “Victory smiles upon 

those who anticipate the changes in the character of war, not 
upon those who wait.” 

 
Next slide. 
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It’s a [inaudible] command and control.  Adversaries have 

taken [inaudible] against the United States by creating a mess 
to affect U.S. body politic on global television and the 
internet.  What do you think 9/11 was about?  Or Khobar Towers, 
or the USS Cole.  Pick one.  They create events and multiply 
results on global television.  Think about it.  Who the hell 
would even care or who would take a gasp if al-Qaeda existed 70 
years ago?  Some Arab blew something up, we’ll fix it later.  
Now you see it on global television instantly.  

 
Moderator:  So Chuck, what you’re saying is al-Qaeda is 

doing military operations to support information operations and 
not the other way around, which is the way we do it. 

 
Mr. de Caro:  The way we do it is, because it evolves 

slowly from an industrial age military, is we use information to 
support kinetics. 

 
General Shelton this morning said hey look at all this 

stuff that I do to support the warfighter.  All these things 
make our weapons better.  That’s true.  But their weapon is 
information.  He’s using his warfighters to create it.  If 
that’s a doctrine, how the hell are you going to beat them?  You 
either adapt to the way the world is or continue this ongoing 
war for a very long time.  We may not lose, but we won’t win, 
either.  And look at the cost of trying to do it the hard way. 

 
Next slide. 
 
Look, bin Laden’s doctrine to Mullah Omar in 2003.  This 

comes from the West Point CounterTerrorism Study called Harmony 
and Disharmony, a brilliant piece of work.  Page 58.  “It is 
obvious that the media war of the century is one of the 
strongest methods, in fact its ratio mirrors 90 percent of the 
total preparation for battles.”  This is like reading Mein Kampf 
in in 1924, the year after Hitler published it.   [Inaudible] 
kill all the Jews in [inaudible] Russia.  Ah, that’s all 
bullshit.  Twenty million casualties later, what have we got?  
Pay attention to what the enemy is saying because it’s right 
there. 

 
If this is his methodology are spending 90 percent of our 

war budget information warfare?  Yes or no? 
 
Voice:  No. 
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Mr. de Caro:  How about one percent? 
 
Voice:  No. 
 
Mr. de Caro:  How about .01 percent, maybe.  Well if this 

is the enemy’s way of fighting a war, maybe we ought to beat 
them.  Next slide.  So what do we do?  We use the Soprano’s 
protocol.  One shot to the heart, two shots to the head in a 
concrete tunnel with an ocean view.  It worked.  Is al-Qaeda 
dead?  Yes or no?   

 
Voice:  No. 
 
Mr. de Caro:  That’s right.  I think we need to stop 

looking at the Sopranos and come see Chuck, the real Italian, 
who knows how this works.  It didn’t kill al-Qaeda and it has a 
political movement.  That’s who we need to kill.   

 
You know what I hear from a lot of people including general 

officers?  It’s too hard.  It’s a war. It’s going to be hard. 
 
Next slide. 
 
As it happens, they have a lot of money.  You know who this 

guy is?  [Inaudible].  This guy, funded by the Russians, he was 
a Russian, he’s Soviet, wrote a book about radar reflectivity.  
Nobody paid attention to him.  Not even the Russians paid 
attention to him.  But [inaudible] here in California working at 
Skunkwerks going holy shit, if we put this in a software program 
we can design airplanes that don’t reflect radar. And this early 
stealth 117 shows the [inaudible] design that this Russian came 
up with.  Well guess what?  Al-Qaeda has done our homework for 
us.  Ready? 

 
Next slide. 
 
That guy.  We don’t pay attention to what our enemies are 

saying.  This guy, [inaudible], a Libyan.  In order to keep up 
the juice of his movement he does a video that says here’s what 
we need to do.  And oh by the way, if we don’t do this with 
enthusiasm the enemy will see our vulnerabilities.  Then he 
writes the vulnerabilities.  It’s right here, look.  Amplify 
cases against jihadists who have renounced our [inaudible].  
[Inaudible].  Fabricate or exaggerate stories of jihadist 
mistakes.  Top main three Muslim clerics issue FATWAS that 
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incriminate the jihadist movement.  [Inaudible] Islamic 
movements that are far removed from jihad, does that sound 
familiar?  Aggressively neutralize the spread of [inaudible] 
thinkers like him.  Spin minor disagreements among leaders to 
[inaudible] disputes.  That’s the handbook and it overlaps soft 
war.  The six principles of soft war. 

 
Next slide. 
 
Turn traditional planning on its head.  First, planning the 

information operations war.  Our side.  He just told us the six 
points that we need to follow. 

 
Next, use kinetic [inaudible] to support the information 

plan. 
 
Third, execute a plan with leaders at all levels who 

understand soft war. 
 
Next slide. 
 
Nations make war the way they make money.  Let’s think 

about this.  Once you know how UBL made money, you can beat the 
bastard.  Now he’s one of 54 children -- bastard may be the 
appropriate  [inaudible], what do you think?  [Laughter].  He’s 
dead but his doctrine lives. 

 
All you smart intel guys out there are going -- all right, 

all you intel guys -- [Laughter].  Have you ever done this 
exercise?  Stand up.  You’re going to be the next victim.  
What’s your name? 

 
Voice:  Jenny. 
 
Mr. de Caro:  What did UBL do for a living? 
 
Voice:  He [inaudible]. 
 
Mr. de Caro:  Sit down, that’s not what he did. 
 
What he did was, he was an engineer for his father’s 

construction company.  Let me tell you, I’m an Italian boy and I 
know a little bit about construction.  

 
Back to 1958, my Great Uncle John Caparelli took me over to 

his friend Mido Cardi’s construction company, because I’m an 
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eight year old boy and what do boys like?  Big machines that 
make a lot of noise.  Okay?  Saturday morning, we’re watching 
all the trucks.  The dump trucks are going up and back, getting 
the hydraulics cleaned, and the cement trucks are rotating.  I’m 
watching this little squiggly line and getting hypnotized.  The 
rock crushers are working, the cement factory’s working, 
everything’s [inaudible]. 

 
From his building on the second floor where we go, would 

open up a casement window and yell, “Hey Mikey, on truck six.”  
“Yeah, boss.”  “[Inaudible] going out to my brother-in-law, you 
copy?”  “Yeah, boss, I got it.” 

 
We go back now and there’s nothing there.  There’s this 

great big lawn, stainless steel glass building [inaudible], and 
a bunch of guineas like me walking around in double breasted 
Armani suits.  The only difference is they have hard toed dress 
boots so they can get on the job site. 

 
Where the hell is everybody?  What happened?  Well the dump 

trucks are in westerly Rhode Island because environment 
legislation there is a little less.  The architects are 
scattered up and down the east coast.  Right?  Where before 
there was a monolithic organization, it’s now disbursed.  How do 
they do their marketing?  Internet, telephone.  Before you 
literally went mouth to mouth from my brother-in-law 
[inaudible].  Okay? 

 
What happened?  The internet happened.  The information age 

happened. 
 
Back in 1958 phone calls were a nickel.  Long distance was 

unheard of.  You couldn’t cash a Rhode Island check in a 
Massachusetts bank because ATMs were 30 years in the future.  
You couldn’t do any of that stuff.  Now you can, so the 
engineers are scattered up and down the east coast.  They 
literally phone in or internet in.  Click in.  Done.  So there’s 
no long [inaudible].  Okay.   

 
Osama’s old man had the bin Laden Construction Company, 

started in the early 1950s, built it up to a giant empire.  But 
he went from just working for stuff for the royal families to 
all over that part of the world.  If you look at his 
construction company here or there, they have things [inaudible] 
in the 1950s.  Subcontracting sometimes.  Sometimes being prime 
contractor. Sometimes being with other people in joint ventures.  
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Sometimes getting with [inaudible] freeway system, into teaming, 
where one day you can be with somebody on one project; the next 
day you’re competing with them.  What allows all this to happen?  
Instant communication.   

 
So let’s look at the bin Laden Construction Company.  Do 

they do joint ventures?  Yes.  Do they do teaming?  Yeah.  Gee 
whiz, folks, isn’t that the mirror image of al-Qaeda?   

 
Let’s look at this.  A joint venture.  I want to blow up 

the USS Cole.  What do I know about the USS Cole?  I’m a camel 
driver in the sane over here.  Maybe somebody in Yemen has a 
boat.  Hire him.  Let’s bring in some explosives from Egypt.  
Hire them.  Let’s plan it in Saudi Arabia.  Does that sound like 
a joint venture?   

 
How about 9/11.  Let’s see, you’ve got a cell in Hamburg, 

Germany.  There are [inaudible] cells here in New York, maybe 
some boys in Detroit.  We’ve got an operational cell that comes 
together from all around the country and flies jets into 
buildings.  Does that sound like teaming to you?  How is all 
this possible? 

 
Internet.  Communication.  Fast, cheap communication.  

That’s the vulnerability.  Two times.  This is the kind of 
planning.  But the marketing effort.  What al-Qaeda has done is 
market it.  One, why do you create these events?  To show people 
you’re [inaudible].  You become perceived as a super power.  
Have they been successful?  Yes or no?  Yes.  We’ve killed all 
their leadership and they’re still with us.  We haven’t killed 
the political head that makes al-Qaeda go.   

 
Next slide.  First, attack the strategy.  What is al-

Qaeda’s strategy?  What is their goal?  Anybody?   
 
Voice:  Unify the [inaudible]. 
 
Mr. de Caro:  Unify the [inaudible] or regenerate the 

caliphate.  Go back to the warrior days of the Arab Empire and 
then this subsequent successor the [Ottoman] Empire.  
[Inaudible] until 1924.  Okay?  So that’s a strategy.  How would 
they want to get there? Information and perception warfare 90 
percent, kinetic warfare 10 percent.  Think about it.  
Everything they’ve ever done would we would call a ballistic 
stunt, a media event.  Every one of them.  Militarily, what have 
they done?  Not much.  Think about it. 
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They take, Khobar Tower.  They take one truck, blow up a 

barracks, kill a lot of Airmen, but now they’re on the map.  The 
same with the embassy bombings in Africa.  Talk about teaming.  
Think about that.  Simultaneity.  On the cheap.  All applied by 
global television, by the internet.  The perception of al-Qaeda 
is now marketed.  Hey, we really can have a unified [inaudible].  
We really can have the glory of the days of the caliphate. 

 
Then you attack the allies, so [inaudible] their strategy 

so it’s not easy for them to market it.  Then their allies. 
Their allies may be individual nation states, state charities.  
Nation states just coming with them for a little while for their 
own purposes and going away again.   

 
How many know about the [inaudible] campaign against 

Serbia?  I [inaudible] the working group.  After 70 days of 
bombing decides hey, this isn’t working, so they write to the 
political and monetary supporters of Milosevic.  They say hey, 
you know, we’ve run out of targets.  We understand your glass 
factory that made soda pop bottles, that’s now a strategic 
target, will be on Thursday.  We’re going to bomb it, but maybe 
you can talk to your buddy about some other plan.  It worked.  
That’s attacking the allies. 

 
Then anybody stupid enough to be standing there when they 

came wanting to fight you, then you kill them.  We haven’t done 
that. 

 
Next slide.  These are the principles, the guiding 

principles of Soft war.  Counter-propaganda.  The first question 
you have to ask yourself is who is the enemy trying to reach?  
In all cases it’s one, additional people to recruit.  Two, 
affect the morale of the enemy, that would be us.  And two, 
stimulate the troops. 

 
This led me to something called cinematic analysis.  

Understanding how important information warfare is to the enemy 
I developed cinematic analysis.  This is about how al-Qaeda uses 
kinetics to support information warfare.  Now the things you’re 
going to see here are hard to take because Americans are being 
killed.  But I want you to understand how al-Qaeda works.  They 
use the kinetic to support information. 

 
[Video shown]. 
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Hello.  I’m Chuck de Caro.  The Department of Defense has 
asked me to talk to you about soft war, the hostile use of 
global visual media to shape another society’s will by changing 
its view of reality. 

 
In this session we will take al-Qaeda’s use of sniper video 

and use cinematic analysis or CinAn to try and determine al-
Qaeda’s TTP -- tactics, techniques and procedures.  We’ll 
compare American sniper video posted by individuals with focus-
built al-Qaeda sniper videos specifically designed for 
propaganda. 

 
The first vide is made by former U.S. snipers on contract 

for a private security company.  They used a consumer grade 
video camera and then placed the video on the internet.  Whether 
or not it was government sanctioned makes no difference to those 
viewing it.  It is assumed to be U.S. propaganda.  Watch it and 
see what it shows about U.S. sniper doctrine. 

 
“We’ve got a bunch of [inaudible] at 12:00 o’clock, 800 

meters from Building [inaudible].” 
 
Next are clips of several al-Qaeda sniper attacks.  See if 

you can determine tactics, techniques and procedures by simply 
watching it. 

 
Now let’s review.  In the American video the camera is 

slave to the weapon because it reflects the sniper’s desire to 
demonstrate his rifle and his skill.  Note that his spotter is 
designating targets some 800 meters out as he engages leadership 
targets around an enemy flag.  This is the classic long range 
anti-leadership engagement common to U.S. snipers since the 
American Revolution.  Note that even when the American sniper 
turns his camera around and zooms to a 10 or 15 power 
magnification, the robust-sized target appears to be very small 
in the video frame. 

 
Now let’s revisit the al-Qaeda video.  If the al-Qaeda 

shooters were actually snipers why would they use tracer 
ammunition which would give away their position?  If the al-
Qaeda shooters were actually snipers, why would they attack 
random soldiers who are obviously not leaders?  The standard 
zoom of a consumer video camera is about 10 or 15 to 1.  Thus 
when a six foot soldier takes up 40 or 50 percent of the 
vertical dimension of the al-Qaeda camera frame, he’s 
approximately 50 meters and not 800 meters away.  That’s pistol 
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range. 
 
So if al-Qaeda shooters were actually snipers, why would 

they be in so close?  Finally, if the al-Qaeda shooters were 
actually snipers, why are the targets always down sun?  The 
answer is that al-Qaeda shooters are not snipers.  They are not 
after command elements and they don’t care if their positions 
are discovered because what they want is the video.  Visceral 
sensational video of horrific death at close range.   

 
They are not snipers, they are movie makers, killing 

soldiers to create dramatic propaganda footage for three primary 
reasons.  First, to provide a morale booster to al-Qaeda 
fighters.  Second, to create an effective, exciting recruiting 
tool for those who might be swayed to join the cause of radical 
Islam.  And third, to attempt to erode the morale of Western 
troops in the field and citizens at home.  These actions 
directly demonstrate that video is al-Qaeda’s primary strategic 
weapon.  As stated by Osama bin Laden in his dictum to Mullah 
Omar in 2003, he said, “It is obvious that the media war in this 
century is one of the strongest methods.  In fact its ratio may 
reach 90 percent of the total preparation for the battles.” 

 
However, this kind of doctrinally mandated media war also 

means that al-Qaeda is constantly repeating a tactical pattern 
where the weapon is slave to the camera.  Therefore, we can take 
advantage of this constant tactical repetition and apply 
counter-measures to engage and defeat al-Qaeda on the ground and 
in the infosphere. 

 
That’s all for now.  Learn your lessons well.  Contact me 

if I can be of service.  Good luck. 
 
They have created a new kind of intelligence gathering, 

look at their strategic weapon. 
 
Now this leads into other things.   
 
When we talk about our strategic weapons what’s the first 

thing we do when we employ one?  BDA.  Bomb damage assessment.  
Right?  Then we use specific terms to describe bomb damage 
assessment.  What would one of those terms be?  CEP.  You hit 
the target, you’re going to basically hit the [inaudible] 
probable weapon.  Was it a JDAM?  Was it an iron bomb?  That 
sort of thing. 
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We call those terms what?  Key words, right?  You see these 
guys here?  You know what I’m going for now?  This, once you 
understand that video is the primary strategic weapon, then the 
key word list must change.  Wouldn’t you think?  What are those 
people going to ask about the displaying a video?  How many 
people watched?  Was it effective?  Can it be improved? 

 
So the key words that we’re looking for like [Centex], 

Osama, AK-47, have no meaning in a media war who is 
demographics.  Just the simple word video. 

 
Here’s the weird part about this.  Arabic tends to use 

[lone] words like video, time base [inaudible], and take them 
and put them into Arabic, perhaps with an accent, distorted.  
But we may be sitting on terabytes of data whose key words are 
in English.  And therefore, vital to our SIGINT and thus our 
understanding of when and where the enemy may strike next. 

 
Counter propaganda?  The first thing you do is ask what 

part of the market they’re aiming for and attack it.  Next, 
counter programming.  If they’re interested in al-Qaeda, fine.  
But can you draw away the market by promoting let’s say soccer 
games to pull that audience away?  That’s called counter 
programming.  Saturation.  If they spend one dollar, you spend 
ten.  Seduction.  If there are several al-Qaeda forces out there 
who own television systems or who are [inaudible], let’s say, 
can you hire them away and defeat the ability for al-Qaeda to 
have friendly demographics?  Yes.  Special needs.  This goes 
back to the SEALs and the Soprano methods.  But the most 
important is this -- integration of these efforts. 

 
Do we have any such integration today?  No.  Sort of.  We 

have a new presidential order, executive order that came out two 
months ago which General Dunn, who loves to harass me, sends me 
at 7:00 o’clock in the morning when I have one eye open and says 
hey Chuck, what do you think of this? 

 
Next slide. 
 
The way I see it, we ought to create a big [inaudible] 

tsunami, establish an interagency lead.  My best bet would be 
the Air Force, and I’ll explain that later.  Untapped 
[inaudible] methodologies.  Exploit weakness of their 
structures. And create these information waves that blot out al-
Qaeda, just drown them in other kinds of information. 
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Next slide. 
 
Once we understand this then we ought to be out here 

looking for ways to counter it.  My idea of cinematic analysis 
has now been adopted by the intelligence community.  I’m very 
happy with that.  But we don’t have enough people.  So one of 
the projects I’m working in now is the concept of the virtual 
unit to find other people like me who are already in the 
military.  Those people are called Guardsmen and Reservists.  
This summer I demonstrated here in California that we could take 
the civilian occupational skills of Guardsmen and Reservists and 
create virtual units that exist in time and space.  They can do 
the kinds of analysis that you saw here, the cinematic analysis, 
in near real time.  Meaning after the first or second pass of 
the video. 

 
That information poured into a tactical scenario can save 

American lives.  In a strategic scenario it aims at the 
weaknesses of the enemy. 

 
Next slide. 
 
We can then oscillate the reality.  Once you start coding 

information that our dear friend Yaha put together for us, now 
they have to react to us instead of us reacting to them.  We go 
on the offensive.  We’re Americans.  That’s what we do.  
Offense.  But we have forgotten it in the field of information 
warfare. 

 
Next slide. 
 
Moderator:  Chuck, you’ve told other audiences, though, 

that we know how to do offense and it’s practice in the 
political camp. 

 
Mr. de Caro:  Oh, yes.  Very much so. 
 
If you look at a documentary film called The War Room about 

the Clinton campaign 12 years ago, you will see that this real 
time interpretation was going on.  We know how to do it but we 
have not --  

 
Moderator:  We do it against ourselves. 
 
Mr. de Caro:  Yeah, we do it against ourselves but not 

against the enemy.  But it’s easily adaptable.  But you have to 
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have a [inaudible] of people that understand this, and we don’t 
have it in our military. 

 
One of the biggest mistakes in my view that we could have 

done to ourselves, is go away from the draft, but not for the 
obvious reasons.  When you had a draft you had a mandatory 
cross-section of the population that came to work for you.  
Vietnam it was up to 28 years old; in World War II it was out to 
35.  Those people came equipped with something called a life, 
knowledge.  You do informational warfare, you convert it, it 
becomes information, when converted becomes knowledge, and then 
when sat upon becomes wisdom. 

 
If you want to win in information warfare you don’t start 

with frigging data and an 18 year old.  You get guys and girls 
with gray hair who know what the hell they’re doing.  Maybe we 
can have a virtual draft.  We can’t talk about that because of 
time constraints. 

 
But still, we understand the concept but never put it in 

militarily.  The one place where you do have a cross section of 
people, a propensity, is the Guard and Reserve.  I demonstrated 
this summer that these people have the ability to look at those 
al-Qaeda videos as I did, and come up with the same analysis in 
near real time. 

 
Next slide. 
 
We talked about what we can do here with virtual units.  

I’ve demonstrated that we can do that. 
 
Next slide. 
 
My old boss General [Olds] left and said, “Principles laid 

down by [inaudible], Alexander, von Clausewitz, do not change.  
They [zap] when you’re talking about informational warfare, it 
equates to a [film].”  That was in 1987, long before information 
warfare became a household name.  But the idea of things like 
armed reconnaissance, how you do things militarily, apply to 
information warfare. 

 
One last slide here. 
 
This is the latest thing out.  Presidential Directive.  

President Obama issued new guidance in countering communication 
strategies by al-Qaeda.  The Executive Order is called 
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[inaudible] State Department Center of Strategic Counter-
Terrorism Communications.  To monitor and evaluate extremist 
organizations and rebut [inaudible].  After they get done with 
us then we say no, didn’t mean it.  Sorry folks, we do offense.  
The whole idea of this, I’m sorry, is wrong.  If you want to 
beat them you’ve got to go to offense.  [Laughter]. 

 
Ladies, and gentlemen, that concludes my presentation. 
 
Moderator:  We don’t have time for questions, but this room 

is available.  When Chuck give this presentation in September he 
has people stay as long as two or three hours afterwards. If 
you’d like to talk to him afterwards, that would be great.  This 
is such an important message for us, and I can’t over-emphasize 
the fact that he’s probably the only guy I’ve ever met that 
really gets it.  Certainly the government guys don’t really get 
it.  General Schwartz I know does and others do, but Chuck, on 
behalf of all of us thank you very much for a great 
presentation. 

 
# # # # 

 
 

 


