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 Maj. Gen. Webber:  Good afternoon everyone.  If you think 
that my job is to talk all the way to an hour, you're wrong.  But 
I want to have a special thanks to the Air Force Association and 
to all of my friends present and past who are sitting out here in 
the audience.  I look forward to talking with you. 
 
 The Global Warfare Symposium this year has a theme that I 
think is very appropriate to our cyber domain.  “Adapting to 
challenge and exploiting opportunities.”  With that as a backdrop 
I decided that I would try to focus on some of the key elements 
of changing a mindset in our new domain that I call mission 
assurance. 
 
 Next slide. 
 
 This is basically what I’ll talk about.  I think there are 
some interesting parallels -- I know I’ve got a historian down in 
the front row, so please, no tests here -- between how air power 
evolved over the years and where we are currently with the cyber 
domain.  Then I’ll define what I think mission assurance is.  
Then I think there are some foundational building blocks, and I 
just picked five that we’re already working on very hard that I 
think start to show how mission assurance is important to 
assuring our joint warfighters’ mission.  And then give you some 
obviously initial first steps of how well we’re doing. 
 
 Next slide. 
 
 If I were to draw a hypothetical evolution of air power and 
how it was used in the military domain I think we would all agree 
that basically it starts off with observation balloons and 
aircraft that are initially artillery control, observation; then 
you start seeing intelligence, surveillance and reconnaissance.  
Then what happened?  The enemy says I don’t want them to be able 
to exploit that information, so all of a sudden we start 
launching aircraft to shoot down the balloons and to shoot down 
the intelligence, surveillance and reconnaissance aircraft.  Then 
you're off to point/counterpoint. 
 
 In the 1920s we took the picture of the bomber that was used 
to demonstrate strategic bombing capability against the 
Osfrieland, and then by the early stages of World War II, in the 
mid 1930s you see a Stutka there where we are now using a very 
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close relationship in the Blitzkrieg tactics between air power 
and forces on the ground. 
 
 Now since that aircraft was not very maneuverable and not 
very good in air-to-air combat, what did it require?  It required 
us to enforce, create, build up over time at least a temporary 
local air superiority.  I think if you look at this evolution -- 
next slide -- you start to see many of the same things happening 
within cyber.  Starting off as an administrative function, 
largely.  Limited command and control.  Really it was pushing 
patches, monitoring the pipes.  
 
 Then you start to see it’s a strategic enabler.  Now I would 
argue it’s actually the foundation of how we do our business in 
nearly every one of our mission areas, so it eludes it, becomes 
actually disabling because if how we use, fuse, exploit and push 
to the tip of the warfighter's spear information is the key to 
our asymmetric advantage, then that becomes your potential 
Achilles heel.  That’s why since we are so reliant, we need to 
make sure that we have at least enough temporary local capability 
so that we can accomplish our mission. 
 
 Which brings me to my next slide, and this is the Air Force 
Mission Statement, 24th Air Force.  We extend, operate and defend 
the Air Force portion of the Department of Defense network to 
provide full spectrum capabilities to the joint warfighter.  And 
if you look at those mission essential tasks, obviously step one, 
if you are going to command and control in a domain you have to 
have a picture of what’s going on in that domain.  This is our 
number one challenge, and we are making huge advances in this, 
but it’s still largely because of the stovepipe nature of our 
legacy networks, a largely manual thing that is certainly not 
operating at net speed.  But we have to do that in order to 
provide freedom of action for our friendly forces. 
 
 That gets me to mission assurance.   
 
 Next slide. 
 
 I vividly remember, if I can paint a verbal picture for you, 
a time around the late 2002, early 2003 timeframe where I am the 
CIO, I’m the 6 for Air Force Space Command, and Peterson Air 
Force Base is experiencing a significant attack on the network.  
What do you think we did? 
 
 Voice:  Cut it off. 
 
 Maj. Gen. Webber:  Absolutely right.  We went into the 
proverbial turtle shell and we turned it off in order to protect 
the network. 
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 Moments later, standing at attention in front of General Ed 
Eberhart, the brand new Commander of NORAD, U.S. Northern 
Command, where I had cut off then, and I’m sure there are many 
many more now, 26 of his unclassified NIPRNet feeds which were 
how he built status awareness of his domain, how he dealt with 
command and control, everything from information on what was 
going on with the FAA to the maritime domain off our coasts, to 
what kind of trucks were crossing the border to interagencies.  I 
could go on and on and on.  That was the time when I finally said 
okay, there’s got to be a different way.  Our focus has to be on 
assuring that mission.  Which means this is not about 2 or 6, 
this isn’t about intel or communications, this is about 
operations.  Which means I need to understand that joint 
warfighter mission, I need to be in direct support of that joint 
warfighter, and I’ll go into that in a little bit of detail, and 
I need to focus on what they need.  It means cyber professionals 
working with whatever component Numbered Air Force we’re talking 
about here so that we can help them help us help them by tracing, 
mapping their cyber dependencies using their commander’s intent 
on what they think is important, building in Air Operation Center 
terms their defended asset list, and then building a defense in 
depth for that and ultimately dynamically defending that when 
it’s under attack, so that when the attack happens -- and it will 
-- we can find a way to operate through that attack.  That’s what 
my definition of mission assurance is. 
 
 Next slide. 
 
 These are certainly not all the pieces of mission assurance, 
but I think they are some important building block foundations 
that we’ve made some significant progress in. 
 
 I think we need to as a nation, as a service, evolve towards 
a strategy-based architecture, and one of those strategies I 
think ought to be that you don’t build a Maginot Wall, a Maginot 
Line at the perimeter, that you have a defense in depth.  There 
are other strategies but I only picked one of them here.  And 
I’ll talk about what I mean by a defense in depth. 
 
 We need to have a weapon system mindset.  No more drive-by 
fieldings, and I’ll talk about that in a lot of detail, but when 
we put something on the network, it is like you’re going out to 
your F-22 and you're putting a new capability on that aircraft, 
and all that that means.   
 
 Combat mission ready.  These operators are not just 
technicians, which means we have to change our whole mindset 
about how we train them, how we develop them, how they look at 
themselves, the qualifications of their commanders, and training.  
This is not about building a technician.  This is about, just 
like we did for air, building a culture of air.  Just like we 
have come a long way with on space, building a culture of space.  
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This is how do I build a culture of cyber?  Cyber warriors that 
are going to be on the front lines for us. 
 
 Then I’ll explore some of the current discussions going on 
with command and control. 
 
 Let’s turn first to defense in depth. 
 
 Next slide. 
 
 I think this picture gets at the fact that everything is not 
equal.  If you try to defend everything, and everywhere, you 
defend nowhere.  If you try to just have a Maginot Line that over 
time you build higher and higher with a deeper and deeper moat, 
all they have to do is beat that individual point. 
 
 We have entities, we have functions in our network such as 
program offices, recruiters, Red Cross, base libraries, that need 
to be very close to that “big bad internet”, and consequently 
should have less protections.  We have core systems -- next 
slide. 
 
 We have core systems such as our email, our Air Force 
portal, MyPay for instance, certain relationships with trusted 
partners where we need to be thinking about things like two 
factor authentication, comply to connect, and we’re well on our 
way to all of those. 
 
 But what I want to focus on is that circle I call crown 
jewels.  That is the core business, and it could in fact be a 
business.  It could be the medical community.  It could be the 
financial community.  The TBMCS, Theater Battle Management Core 
System.  That’s essentially the weapon system for our Air 
Operation Centers.  The Tactical Air Control Center.  That’s our 
air mobility centers.  And the Joint Space Operation Center.  
Those are the core businesses and they deserve a much different 
approach to defense to include trusted relationships, port 
identification, all the things that are possible now to make sure 
that we have redundancy, we have [coop] capabilities, and they 
can operate no matter what the situation.  Again, you can see 
this is a huge evolution from a perimeter defense. 
 
 Next slide. 
 
 A weapon system mindset.  We would never go out to our 
fighter with a thumb drive and say hey, let’s plug this in and 
see what it does.  We would never load software or go out and 
hang something on the wing -- a new missile, a new bomb, a new 
capability -- without going through extensive operational and 
developmental testing.  We routinely do that in the cyber arena.  
We are still getting operational orders that are essentially 
saying go off and just hang this on the system. 
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 When it comes to a fighter aircraft the decision to open up 
that OFP, that Operational Flight Program, is a very very careful 
decision.  We make it only for block updates.  We put it through 
rigorous developmental and operational testing.  We make sure the 
operators and the maintainers are trained, that they both have 
tech data. On the cyber side you have Help Desks, that when it 
doesn’t work and you pick up your phone and you say it doesn’t 
work, they have to have tech data also.  They have to be trained 
at how to fix things.  We have to have tactics, techniques, and 
procedures, and a sustainment tail.   
 
 That’s a weapon system mindset.  We have to start moving 
away from these drive-by fieldings where we just plug something 
in and we don’t sustain it and we don’t prepare the operators and 
the maintainers to field that weapon system. 
 
 Next slide. 
 
 Combat mission ready has been thrown around quite a bit.  I 
noticed earlier General Looney was in the audience.  This may 
resemble a chart that I presented to him many many years ago, but 
if you look at this chart, what we tried to do in those very 
early days of how do you operationalize the space business is 
identify a couple of key things that we thought ought to be 
present, that that weapon system ought to have if it was going to 
be a normalized weapon system.  So let me talk about a 
hypothetical Weapon System A.  It’s actually a real weapon system 
more than ten years ago, and obviously we’ve made huge progress, 
but this is what I was presented when I walked into this wing. 
 
 We didn’t have an Air Education and Training Command run 
Initial Qualification Training.  We didn’t have that.  We were 
doing it our own within Space Command.  And Weapon System A had 
the shortest one and the most worthless one, so it was attractive 
for the other weapon systems who needed people to get them out to 
their weapon systems, to push them through as fast as they could.  
So if you wanted to get the award of the specialty, the Air Force 
specialty, then you would put it through A because it was going 
to be the fastest way to get them awarded so that you could get 
them to your base and do what?  Not Mission Qualification 
Training, on the job training.  Because we didn’t have an MQT. 
 
 Now we did have tech data for this weapon system, but it 
wasn’t contractor provided, it didn’t come with the weapon 
system.  The operators wrote it.  It was okay, but not great. 
 
 Then no simulator, not even a part task trainer.  The first 
command I sent in training to that satellite went to a real 
satellite.   
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 That is not combat mission ready.  These are the foundation 
pieces that have to be there.  We have made huge strides on this 
over the last ten years in space and these are the things we need 
to get at now on the cyber side. 
 
 Next slide. 
 
 Another hypothetical picture.  Could you imagine a fighter 
squadron commander not being combat qualified in that weapon 
system?  When I started off as a second lieutenant in the ICBM 
business my squadron commanders, that initial cadre, I was there 
for the last one or two, had never been combat ready in my weapon 
system.  My ops group commander and my wing commander had never 
been combat ready.   
 
 Today in the ICBM business that’s routine.  Today in the 
space business that is routine.  We need to do the same thing, 
and we’re going to have this in place by next summer in the cyber 
world.  Because it is when a commander sits there, and if I could 
go back to the previous slide, and personally experiences an 
inadequate Initial Qualification Training, OJT instead of Mission 
Qual, tech data that his own operators are writing and no 
simulator and says no, this is not the way we want to do 
business.  That is when we start to get things to change. 
 
 Next slide. 
 
 Now we know how to do this in our Air Force.  I think we do 
it extraordinarily well.  If I were to talk through this slide 
from a “how I build a fighter pilot” perspective, it would be 
very clear.  For the old heads in the audience, you've got your 
undergraduate pilot training -- about 12 months of training, 
learning those basic skills.  Then where did you go?  You’d go to 
the RTU where you learned how to fly the gray jet.  Air Education 
and Training Command would do the training if it was a big 
pipeline like an F-16, but sometimes if it was a small pipeline 
like for some of our stealth platforms, Air Combat Command kind 
of retained that Initial Qualification Training.  Then that 
individual arrived at the unit and that’s where we started the 
process that would step them through being a wingman, being a 
two-ship lead, a four-ship lead, and a mission package leader. 
 
 We are doing the same thing for cyber.  Undergraduate cyber 
training is in place and off and running.  We just started our 
Initial Qual training and we have much to do there, but we’re off 
to I think a very very solid start.  We still need to work the 
individual Mission Qualification Trainings.  But this is about 
building a culture of cyber.  Just like we did to make us the 
greatest air and space force on this planet. 
 
 Next slide. 
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 I told you that I wanted to spend a little bit of time with 
the command and control relationships because there’s still a lot 
of movement in how we do this.  A lot of discussion.  I’m going 
to kind of give you the current state of play, and I’m really 
only going to focus on the center and the right side of this 
chart. 
 
 Our forces in 24th Air Force are assigned COCOM to U.S. 
Strategic Command and they have delegated operational control, 
OpCon, to U.S. Cyber. 
 
 Obviously I need to have a relationship with U.S. Cyber so 
we have gone the air component coordination element route.  I 
have a colonel in place there, and right now four or five action 
officers.  Our objective is to have a one star in that position 
by next summer.  We just finished a ConOps that has about 23 
folks there.  The reason we needed the additional folks is 
because they’re looking for each service on the U.S. Cyber Joint 
Operations Center floor to have essentially a service desk.  So 
we have to have a 24x7 action officer point of contact in the 
U.S. Cyber JOC. 
 
 Now if all I had to do was present forces for a global 
conflict, we could probably pretty much be done right there, but 
that’s not the world we live in.  We have functional commands 
like Space and Air Mobility which are global and 24x7, and we 
have regional AORs, combatant commanders. 
 
 So what we’re doing is putting a lot of focus in how do we 
support that component Numbered Air Force commander who is 
essentially that service air component commander to these 
component commanders, whether they’re functional or regional 
COCOMs around the globe.  That is our COLE, our Cyber Operations 
Liaison Element. 
 
 I look at this as a two-way street.  This is where we get a 
sense of their commander’s intent and we ought to be tied into 
TBMCS so that we know exactly what they are doing next, what 
their priorities are, and this is where we work together with 
them to help them build their essentially, in AOC terms, their 
defended asset list. 
 
 I also want to be fusing and pushing an integrated 
situational awareness picture for them in and around that 
defended asset list.  So if one of the things that a particular 
component Numbered Air Force commander is concerned about might 
be missile defense.  So I would collect all of the things and map 
the cyber dependencies that they need in order to be able to look 
at that picture, and I would push that situational awareness to 
them.  We’ve got some beginning steps on how that begins to look. 
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 Obviously the people who can do this, and we really found 
this out working with Korea on their recent round of O-Plan 
updates, are very very few people that have the proper training.  
So there’s a lot of reach-back involved in this, and in the 
stand-up of 24th Air Force this is one of the areas where now as 
we have reached FOC we can kind of look back.  This is one of the 
areas where we have to clean up some broken glass because we 
didn’t properly resource this function. 
 
 Next slide. 
 
 Here’s a more detailed look at what we’ve done so far with 
the COLE construct.  We are operating with three and plans to go 
to five folks forward in U.S. Central Air Forces.  We have 
visited our Air Mobility and our Space component Numbered Air 
Forces within the continental United States.  We’ve gone to the 
Pacific and done both 13th in Hawaii and 7th Air Force in Korea.  
We’re already working with both USAFE and AFRICOM.  So lots of 
progress on this, but again, this is where we sit down with them 
and map their cyber dependencies and start to build them a 
defense in depth, and ultimately some day we actually would be 
dynamically defending what they have told us is their most near 
and dear capabilities. 
 
 Next slide. 
 
 Here’s a look at how you might normalize command and control 
of the domain.  Obviously job one, situational awareness.  We 
need to do both crisis and deliberative planning.  On the right 
side you see our command and control with the 624th Ops Center 
acting on my behalf, touching the AFCERT, the Computer Emergency 
Response Team of the Air Force; 26th Net Operations Squadron which 
is our boundary control folks; as well as the MAJCOM and the 
Numbered Air Force command centers and the PMOs that work our 
legacy systems.  All connected in to I-NOSC East and West, the 
Air National Guard until that is phased out, and AFCENT. 
 
 Now any time we do, and this goes back to that weapon system 
mindset, a major deployment of hardware, software capability, we 
do it with operational orders.  So since last December we have 
issued, we’re now working on our 8th operational order for major 
global enterprise-wide deployments of capability.  So for 
instance OpOrd O-7 is how the Air Force is going to deploy 
Windows 7.  So each one of these major deployments, we have an 
OpOrd.   
 
 Since last March based on the feedback that we’re getting 
globally from U.S. Cyber and General Alexander as well as our 
COLE inputs, I have issued a Cyber Operations Directive.  This is 
essentially my guidance document to the enterprise in support of 
the engaged component Numbered Air Force commanders and my joint 
commanders around the globe. 
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 Since April we have issued a weekly Cyber Tasking Order, and 
then the Cyberspace Control Order is essentially how I shape the 
battle space.  If you look at the organization in the upper left 
hand corner of the 624th, you see that we have designed it to be 
familiar to the people we are supporting so that it can pass the 
telephone book test, so if somebody in an ISR division in CENTAF 
needs to talk to somebody who’s working ISR stuff here, they know 
exactly where to call because we have an ISR division, a strategy 
division, a combat plans, as well as a combat ops division. 
 
 Next slide. 
 
 These are a couple of our first steps, and I’d really like 
to kind of hit on three, even though there are lots of them in 
process.  We have for some time now been supporting AFCENT with 
all of their cyber dependencies that are in and around the 
Predator/Reaper mission.  We are looking at 180 circuits and key 
routers, et cetera, so that when they go down we are rerouting 
them.  Then based on their Air Tasking Order, they are telling us 
what the highest priorities are and that’s where we’re putting 
our very scarce resources. 
 
 Sometime in the month of November I expect that we will be 
in their Air Tasking Order -- these will be cyber forces in the 
AFCENT Air Tasking Order with a designation of escort missions.  
I think that’s a huge, huge victory for the mission area. 
 
 Over on the right side, we’ve also worked with the folks at 
Patrick on the range.  The preliminary steps of how do you assure 
a launch?  Our initial focus is on the management of the range 
and the sensor data that flows back and forth, as well as the 
command destruct.  Just like the Predator, we can’t actively 
defend these yet.  And we’re just doing the preliminary steps to 
make sure that they have redundancies and fall-back mechanisms, 
but two huge positions. 
 
 Then all of the Numbered Air Force patches you see there, we 
have activities going on there.  I think one of the most 
interesting ones is the one that we’re doing in support of U.S. 
Transportation Command where we’re looking at how can se assure 
that an order to do something that flows the TPFD actually gets 
the right one’s and zero’s deployed so that an aircraft gets 
refueled at the right location and at the right time, goes to the 
right airfield, picks up the right pallet, that’s been delivered 
by a trucking system, and you can see very quickly that this 
starts to get into cleared defense contractors and even foreign 
carriers so that when the TACC issues an order that says all 
these things need to lash up in order to properly support that 
activity, that it all happens.  So very very exciting progress in 
those discussions. 
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 Next slide. 
 
 This is the way ahead slide that we built now nearly a year 
ago.  In fact we probably showed a preliminary version of this 
last year at this very same symposium.  But I still think, for 
those of you in government and in industry, this gives you I 
think a good list of our priorities and the challenges that we’re 
facing.   
 
 Job one, situational awareness.  It has to be automated.  
We’ve got to bring the right feeds in and we’re working hard at 
that but it’s got to be a team sport.  Everybody has to be all in 
to make that happen. 
 
 This mission assurance paradigm I think gives you that right 
guiding light for when you’re trying to decide how you do this 
and what your priorities are. 
 
 We need to normalize how we operate here, and we have to be 
in direct support of our deployed warfighters, and not just 
thinking about I’ve got to protect the net. 
 
 The Ops Center transformation is largely done in the 
temporary location, Building 179 at Kelly; but in May of this 
year Building 171 on the Kelly side will be complete and then 
we’re going to be moving our whole Numbered Air Force and 
building and transferring a whole new Ops Center essentially 
across the street.  So much to do there.  And whereas in our 
current Ops Center we probably have about 25 seats, I think in 
this new one we’ll have probably 75 or 80 seats that we can fill 
in a surge capacity. 
 
 I think you've seen some very interesting things on how 
we’re operationalizing our command and control.  We’ve done some 
exciting things in space and cyber integration.  I know you've 
heard General Kehler say that we all believe that there is some 
overlap between cyber and space.  General James and I can tell 
you emphatically that we’re seeing some exciting opportunities.  
What General Kehler has asked us to do, he coined the term 
operational integration.  So if General James presents to the 
joint warfighter capabilities that require a cyber contribution, 
he and I will pre-integrate that before we present it as a 
service.  Likewise, on the cyber side if I am presenting Air 
Force capabilities that for instance require space for some 
aspect of those capabilities, we will pre-integrate before we 
present those forces. 
 
 Obviously huge progress, but much more to do on maturing our 
joint relationships.  We are partnering with industry because 
unlike the Department of Defense relationship in other domains, 
it is industry that defines and drives the capabilities of this 
domain.  Plus those major backbone carriers have essentially 
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global situational awareness and they see things sometimes months 
before we will see them on our much smaller network.  
 
 Industrial control systems is something that we’re going to 
have to all pay attention to.  I think you’ve all seen that with 
the Stuxnet virus.  And then when it comes to increasing 
capacity, everybody agrees we need more, but we’re not in 
agreement in terms of how much or where it comes from or what is 
the priority that you give up. 
 
 I really do think, just like General Kehler says, that that 
growth in capacity will come mostly from the total force.  But 
right now until we work our way through some of the current 
budget drills it’s going to be kind of hard to see what that 
growth is going to be. 
 
 With that, I’d like to go slide off, and I’m willing to 
answer a few questions. 
 
 [Applause]. 
 
 Question:  Thank you, sir.  You were just talking about the 
way ahead in the future.  Do you expect that the 24th Air Force is 
going to then grow in five years, in ten years?  Will it look any 
different than its organization or structure or integration with 
the joint forces? 
 
 Maj. Gen. Webber:  I do expect that we will grow.  On the 
active side you already see it in the current budget, but it’s a 
slow, very measured, steady growth in the order of a couple of 
hundred.  So that’s kind of an initial starting point.  But I 
don’t think we have fully explored how the reserve component can 
contribute to this.  I think as CAF Redux starts to settle out, 
then we’ll be able to see where the opportunities might be.  Then 
in addition to that, I think we need to take a hard internal look 
at our enterprise and see if we are putting our balance the way 
that we need to have it. 
 
 For instance, when I look at my total force Guard forces, I 
have a significant weight of effort in combat com.  Is that the 
right balance?  Do I need that much combat com?  Should I switch 
some of that over into operate or defend the network 
capabilities?  I think you’ll start to see a reshaping.   
 
 So I think there will be growth.  It will be measured.  But 
I think you’ll probably see more growth out of reshaping what you 
already have and perhaps the total force. 
 
 Question:  You talked about the relationship with U.S. 
CYBERCOM.  Is there any advantage or disadvantage to being 
located in Lackland?  Is there a different or better place?  
D.C., Los Angeles, or even Iowa maybe?  [Laughter].   
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 Maj. Gen. Webber:  Be careful.  I went to high school 30 
miles from Iowa.  [Laughter].   
 
 Certainly when you're not at Fort Meade the politics are 
more difficult, and that is why we need to have a one star there 
that is my personal representative.  That’s why we’re working 
that so hard.  But I think for those of you who have had the 
opportunity to come to San Antonio and to see our either 
unclassified or classified briefings, and to see how somebody, 
one of these young 50 pound brain folks who is maybe sitting on 
the defensive side of things in the CERT takes some malware, 
strips it apart, and figures out how to block and how to defend 
and how we move that within the enterprise.  The synergies that 
exist in San Antonio are extremely powerful.  I think we’re in 
exactly the right location.  But we now don’t have that 24x7 face 
to the four star commander of U.S. Cyber, and that’s why we’re 
working that so hard. 
 
 Question:  With nations like China making up to 50 percent 
of the world’s chips, how do you ensure that they are not 
embedded enemies inside of our systems? 
 
 Maj. Gen. Webber:  Is that a question about supply chain?  
Is that the real gist of that question? 
 
 Question:  I would take it as more how do we ensure that we 
don’t have enemies inside of our system if they’re the ones 
making the chips and then we’re using them for any of our 
systems. 
 
 Maj. Gen. Webber:  Let me answer this from two sides since 
I’m not exactly sure where that question came from, just from 
that puzzled look on your face. 
 
 I do think we need to worry about our supply chain.  And if 
you are going to have critical systems, you are going to have to 
go through the processes, and we know how to do this from other 
domains, to make sure that you have an assured capability. 
 
 Having potential bad actors in your network I think is an 
environment that we’re going to have to learn to live with and 
operate through.  As we get better and better hygiene, obviously 
we’re going to keep the low end folks out, but the high end folks 
are very challenging and I think we’re going to need to be 
thinking about how do you operate.  Just like you hear General 
Kehler talking about operating in an increasingly contested space 
environment, you need to think about the cyber environment 
exactly the same way.  You need to operate within a contested 
environment. 
 
 So given the fact that they’re there, how do you get the 
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mission done? 
 
 Question:  When we think about fighter pilots and how they 
advance their skills at like a Red Flag, what are the cyber 
aggressors doing and what does their Cyber Red Flag look like? 
 
 Maj. Gen. Webber:  I think there are a range of activities I 
could talk to on how you might do that.  One is the Air Force 
Association’s own Cyber Patriot which I think is one of the most 
successful programs at hooking our young folks and getting them 
excited about this domain.  It started off as a Junior ROTC 
competition, but basically we send them a DVD and it gives them 
some basic instruction on how to set up, operate and defend their 
network.  Then they are put through timed scenarios and scored in 
a shoot-out.  So you actually come up with a Top Gun in Junior 
ROTC.  Coming up in a few weekends we’re going to be crowning the 
champion of the competitions in the San Antonio area.  We’re 
going to have the Mayor involved.  Then at the next Air Force 
symposium next spring they will announce the winners, and I think 
Sandy also wanted to have a Commander in Chief trophy if we can 
pull that off.  So that takes care of the Junior ROTC. 
 
 We also have a shoot-out that my 67th Net Warfare Wing and 
688th Information Operations Wing folks help referee.  That’s a 
college level competition.  Every two years within the wing we 
have a Guardian Challenge competition which crowns Top Guns in 
all of your weapon systems in the cyber business.  I’ve told my 
wing commanders, I want them to have that shoot-out annually, and 
then we’ll do the Guardian Challenge every two years.  But every 
single year I want to go into a squadron and I want to know okay, 
who’s your Top Gun in this weapon system?  At the wing level and 
the group level.  So they’re setting in motion all of those 
things.  And those will happen typically in the March, April, 
May, the springtime of every year we’ll be going through a shoot-
out. 
 
 In addition, we are now doing this very heavily, and I can’t 
go into a lot of details, in our Red Flags as well as in our 
weapon school mission evaluations.  So I think you’re seeing a 
range of capabilities, and I think as you start to do it and do 
it from an integrated combat capability you’re going to learn a 
lot of good lessons.  I think we’re off to a great start on that.  
I think we are significantly ahead of where Space was at this 
stage of the game. 
 
 Question:  Can you talk about the Stux virus recently that 
came out, and did it show any operational security or cyber 
environment concerns? 
 
 Maj. Gen. Webber:  No, I really can’t talk about that.  
[Laughter].   
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 Question:  What are the priorities for modernizing deployed 
tactical cyber capabilities? 
 
 Maj. Gen. Webber:  On that previous question, let me go back 
and maybe talk broadly to industrial control systems, if I could. 
 
 They are everywhere.  It’s in your, and they’re on your 
bases, they’re in your cities.  It’s how you control your power 
grid, your air conditioning units, flow of water, fuel.  We use 
industrial control systems everywhere. 
 
 What I am having my experts do in the 688th and Mr. Wally 
Wachdorf, my high-powered expert, we’re working with the national 
labs and what I want to do with all of our bases is identify 
essentially the low-hanging fruit, the logical good hygiene that 
you should have for these systems.  So if you use Router X for 
this wireless system, you’re going to have it set up this way 
with this firewall with the configuration such and such, and I 
want that to be directive to the enterprise.  It will probably be 
a directive that’s dual-signed, because some of these systems 
might be coming out of the Air Force Engineering AFSESA or maybe 
the Air Staff A4 or A7.  So if he owns that enterprise and I’m 
the cyber guy we’ll have a dual signed letter.  So that’s my 
commander’s intent. 
 
 Much more to go on that, but right now I think a lot of 
folks just take it out of the box and install it, and they 
haven’t properly configured it in order to be able to have at 
least a good hygiene level of defensive capabilities. 
 
 On the combat com way ahead, a couple of thoughts.  First of 
all, when we put forward what is the equivalent of a Network 
Control Center, they ought to meet those standards.  We had about 
a year ago an Operational Readiness Inspection where because of 
decades of a paradigm of get out of Dodge, get in place, fire up 
the coms and get the signals going, we had not done proper 
patching.  And because of that we are now looking at ways where 
how can I make sure that, and we’re looking at things like having 
all the computers fired up live, whether it’s SIPRNet or NIPRNet, 
all these deployable computers, so that they’re on the net.  When 
the automatic push goes, they get the latest operating system or 
the latest antivirus.  Then when it comes time to deploy you pull 
it, you pack it, you go, and now when you’re in that deployed 
environment forward, many times with significantly less 
bandwidth, you have less to update. 
 
 So we’re starting to think about that forward network 
control center I think for the first time as actually being a 
part of this network, a part of the Air Force enterprise, and if 
I don’t have then properly defended and patched, then we have 
essentially a back door for everybody.  So for the deployable 
systems, that’s a huge mindset change. 
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 In addition to that, we did not always have the same 
deployable hardware and software that the joint team is going to 
have.  So we’re going back.  If everybody’s going to have, for 
instance, HBSS, then we need to make sure that our deployable 
capabilities have HBSS.   
 
 So I think you’re going to see a very important evolution in 
the combat com world also. 
 
 Question:  General Webber, thank you for coming today, for 
making a presentation and being with us and participating in our 
symposium.  Thank you. 
 
 Maj. Gen. Webber:  Thank you very much. 
 

# # # # 
 
 

 
 


