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 MR. PETER HUESSY:  I want to welcome you here to our next to last seminar this 

summer, before we begin again in September, of the NDIA, AFA and ROA seminar series on 

nuclear deterrence, missile defense, arms control and homeland security.  As many of you 

know, we’ve been running this seminar series since March of 1983 and we’re now approaching 

somewhere around 1,800 seminars.  And we’re honored today, however, to have a seminar 

that I have been with Lisa Bajusz, our good friend from the Department of Homeland Security, 

Schafer trying to put together a series on nuclear terrorism, dealing particularly with the 

domestic aspects of protecting our ports and our facilities from the importation of nuclear 

material or nuclear weapons and various things.  And this is the culmination of a number of – 

actually a couple of years. 

 We’re also honored today to have Vayl Oxford  here, who was one of my original 

speakers five years ago or six years ago when he was head of the DNDO, the Domestic Nuclear 

Detection Office at Homeland Security.  And we hope that this is the beginning of a parallel 

series with our current series on nuclear weapons and missile defense.  I also want to thank our 

guests that are here from a number of embassies, and I also wanted to welcome them. 

 Tomorrow we have General Kowalski, who is head of Global Strike Command.  And as 

the commander he has now been – his name will be put in nomination to be vice commander 

of STRATCOM in Omaha where he will be going shortly.  And he is our speaker tomorrow. 

 Keith Payne will be speaking on the 18th of September on his new book in publication 

“Minimum Deterrence.”  And then on the 19th of September we will have a seminar on cyber 

security and China.  You may have seen the Washington Beacon this morning about the 

discovery of a document written in Chinese, translated into English, which is about China’s 

plans for cyber warfare against the United States.  So if the folks who are going to speak this 

morning about nuclear terrorism don’t make you unhappy, you can go read the Washington 

Beacon. 

 (Laughter). 
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 We’re honored here to have two speakers today: John Zabko and John MacKinney.  In 

the interest of time, I’m going to give you just a very brief introduction.  John serves as the 

Assistant Director of the Architecture and Plans Directorate within the Domestic Nuclear 

Detection Office within the Department of Homeland Security, where he leads a staff of civilian 

and contractor personnel responsible for developing and enhancing the Global Nuclear 

Detection Architecture for what’s called the GNDA in coordination with federal, state, 

territorial, tribal and local agencies. 

Our second speaker is going to be John MacKinney.  He is the Director of Nuclear and 

Radiological Policy at the U.S. Department of Homeland Security.  He has 24 years of experience 

in radiation science and risk, emergency protective action guides, technology and policy for 

long-term radiological cleanup, nuclear/radiological research and development, nuclear 

weapons effects in urban areas, terrorism prevention and science and policy to counter the 

nuclear terrorism threat.  He advises and supports the Secretary of Homeland Security and the 

Assistant Secretary for Policy in matters related to nuclear and radiological policy, especially 

terrorism prevention. 

Would you all give a warm welcome please to our first speaker, John Zabko? 

(Applause). 

MR. JOHN ZABKO:  Peter, thank you for inviting me here to speak on a topic that is a top 

presidential priority.  Although this is my first time speaking at this event, as well as attending, I 

have read many of the transcripts from previous speakers and believe this seminar series 

provides a very effective forum on current events and issues that are of mutual interest.  And 

so I thank you for continuing to hold these events over the years.   

As Peter mentioned, I am the lead Architect and Assistant Director within the Domestic 

Nuclear Detection Office for planning and analyzing our Nation’s Global Nuclear Detection 

Architecture or “the GNDA.”  As I am sure that there are at least a few individuals here today 

that have never heard of the GNDA, I want to give you a very brief history and description of its 

purpose before delving into some of our specific initiatives regarding nuclear detection and 

provide you my perspectives on the direction in which we are headed over the next five to ten 

years. 

As you know, after the break-up of the Soviet Union in the early 1990s, control of 

nuclear materials and weapons by the former Soviet States was a very challenging issue.  Our 

government, through the Departments of Defense, State, and Energy became engaged in 

cooperative threat reduction programs directed towards securing international stockpiles of 

special nuclear material.  These federal efforts adopted a defense-in-depth approach, and 



programs established by the DOE National Nuclear Security Administration (NNSA) were 

described as a first and second line of defense against nuclear terrorism.   

However, many of these programs were focused primarily on Soviet stockpiles of special 

nuclear material and weapons – not all of the potential sources and types of radiological and 

nuclear material.  And the programs were focused primarily at the storage locations and 

physical security.   

And in the years preceding the establishment of the Domestic Nuclear Detection Office 

and the GNDA, there were multiple events which involved the illicit-trafficking, or use of, 

radiological material.   

For example, in 2003, a man was arrested in Bangkok, Thailand for attempting to sell 30 

kilograms of CS-137 for approximately $350,000.  In 2002, a Chinese nuclear scientist was 

arrested after using radioactive iridium-192 pellets to create a radiation exposure device in an 

attack against a business rival.   

To combat this threat, the U.S. government implemented a series of programs to detect 

the illegal acquisition and movement of radioactive and nuclear material to enhance the 

nuclear defense spectrum.  Some of these programs predated September 11, 2001, while 

others were established after the 9-11 attacks.  Most programs resided within the Nuclear 

Regulatory Commission; the Department of Defense, Department of Energy, and the 

Department of State, as well as individual agencies that later became part of the Department of 

Homeland Security (DHS).  However, these disparate programs lacked a process in order to 

optimize their effectiveness and make their combined capability greater than sum of the 

individual programs. 

Therefore, in 2005, President Bush established the Domestic Nuclear Detection Office to 

be the primary entity responsible for the domestic implementation of nuclear detection efforts 

and coordinate the development and enhancement of a world-wide system, the Global Nuclear 

Detection Architecture with the purpose of detecting, analyzing, and reporting upon radioactive 

and nuclear material out of regulatory control.  A year later, Congress gave DNDO statutory 

authority through the SAFE Port Act of 2006.   

While much of our government’s efforts are focused, and rightly so, on strategic 

deterrence, nuclear arms control, and counter-proliferation; the GNDA helps our government 

to ensure that R/N material outside of regulatory control cannot be used as a weapon against 

our homeland – this includes all R/N devices such as Improvised Nuclear Devices, Radiological 

Dispersion Devices, which are the much publicized “dirty-bombs,” and Radiation Exposure 

Devices, which could be simply hidden unshielded radioactive material.  Any of these devices, if 



used against our country could cause significant damage to our citizens, our property, and our 

economy. 

With the vast increase in practical applications of radioisotopes over the past 30 years 

for medicine, research, oil exploration, and even manufacturing, detecting R/N material, 

determining whether that material is illicit or not, and doing so in a manner that does not 

significantly impact the lawful shipping or transfer of R/N material or the general flow of 

commerce to, and from, the country is quite a challenge.  But this is the intent of the GNDA.  

…Joke….. Not all that hard.. Kind of like define universe and give three examples 

But the challenge of nuclear terrorism isn’t new, in fact, just four months after we 

dropped Little Boy over Hiroshima, Congress held a hearing to discuss the possibility of a 

surprise attack using an atomic bomb smuggled into a major American city.  Dr. Robert 

Oppenheimer was invited to testify at this hearing.  During the hearing, Senator Eugene Millikin 

asked Dr. Oppenheimer how he would locate an atomic bomb hidden in one of our cities.  The 

Senator asked, “We have mine-detecting devices, which are rather effective…I was wondering if 

anything of that kind might be available to use as a defense against that particular type of use 

of atomic bombs.” 

Dr. Oppenheimer famously answered, “If you hired me to walk through the cellars of 

Washington to see whether there were atomic bombs, I think my most important tool would be 

a screwdriver to open the crates and look.  I think that just walking by, swinging a little gadget 

would not give me the information.” 

Dr. Oppenheimer succinctly identified the challenges associated with passively detecting 

hidden R/N devices and material. 

The GNDA is, in the simplest terms, a layered-defense of systems, people, and 

information that could encounter, detect, characterize, and report on R/N material out of 

regulatory control.  More formally, the GNDA consists of deployed detection systems, both 

foreign and domestic, the programs that support them, the data they generate, the 

mechanisms that coordinate them, and a process for future growth and development.   

Since 2005, DNDO and its partners have made great strides in advancing a 

comprehensive approach to coordinating and implementing the GNDA including: 

 delivering improved nuclear detection capability to state and local first responders,  

 becoming the center of excellence for testing R/N detection technology, and 

 advancing the capability to forensically trace nuclear materials to their origin. 



The GNDA is a “layered-defense” architecture because it would be infeasible to create a 

single layer of detection that is 100% effective and so the GNDA relies upon multiple, less-than-

perfect layers of detection opportunities that span from potential targets in the United States 

out to detection opportunities around the globe.   

To use a hockey analogy – multiple players need to coordinate in order to play 

effectively – if an opposing player gets past the first defender, they have two additional layers 

of defenders that they must get past before they must contend with the final layer of defense – 

the goalie.  The defense and offense are always moving – no one is ever standing still.   

DNDO is specifically responsible for implementing the domestic portion of the GNDA 

which includes the procurement of the various systems which many of you have probably seen 

at our ports of entry into the United States and even may have encountered with local law 

enforcement.  The GNDA relies on everything from large radiation portal monitors to federal 

law enforcement who have pager-sized detection devices on their hips, to local law 

enforcement agents who may not carry a detection device but have been trained to identify 

potential R/N devices.    

Going back to Dr. Oppenheimer’s screwdriver – we have had significant advances in 

detector, computing, and communications technology over the past 65 years.  And although 

physics haven’t changed – it remains incredibly difficult to detect even moderately shielded 

devices and material – we have had great advances in detector technology over the years.  But 

it is really the “triad” of technology, intelligence, and well-trained operators which result in our 

ability to detect, deter, and communicate in order to reduce the risk of nuclear terrorist attacks.  

The GNDA is truly a “whole of government” effort and the Domestic Nuclear Detection 

Office is responsible for coordinating across federal, state, local, and tribal law enforcement to 

implement the GNDA.  Additionally, the GNDA, as its name implies, is “global,” and we have 

made significant strides through the Department of State and international organizations such 

as the International Atomic Energy Agency and international efforts such as the Global Initiative 

to Combat Terrorism to work with our international partners to establish defenses which satisfy 

their own national security interests but also add a layer of detection for our country.   

In particular, DNDO has done an outstanding job working with the IAEA to publish 

guidelines and best practices which are being adopted by many of our international partners.  

This isn’t something that you read about, it isn’t on most people’s radar screen, but the work 

we are accomplishing with our international partners is going to pay huge dividends for the 

GNDA in the future. 

I’d like to finish my remarks today with a brief description of how we analyze the GNDA; 

specifically, how we determine our gaps and vulnerabilities which drive our resource decisions 



and changes to doctrine and training.  We conceptually analyze the GNDA by looking at all of 

the various pathways an adversary, whether that adversary is a terrorist or a covert state actor, 

might take in order to smuggle a radiological or nuclear device into the country.   

For example, an adversary may acquire nuclear material in foreign country “A” and, over 

land, transfer that material to a foreign point of departure in country “B.”  The adversary may 

then transfer that material onto a boat to be delivered to the United States on a commercial or 

private maritime vessel and offload the cargo onto a smaller maritime vessel near the coast of 

the United States.  An adversary may then load the device onto a truck and drive that truck to 

the intended target within the U.S.    

This is just one of thousands of potential pathways an adversary may decide to take to 

transport a weapon into the U.S.  When determining the risk in each of those pathways, we 

analyze the likely types of R/N material an adversary could use, the various capability levels of 

those adversaries, and then we model the probability of a successful attack against our 

architecture.  However, the goal should not be to block every probable path imaginable.  That is 

technologically impossible and fiscally unsustainable in the long term.  But we can affect the 

adversary’s choices through use of technology, law enforcement, intelligence, and regulations 

combined with layered, unpredictable operations.   

All of these USG actions cause an adversary to be unsure of success and cause a 

deterrent effect, which is to our advantage.  Just the fact that the GNDA exists is a deterrent 

and it is an important aspect to reducing the risk from nuclear terrorism.  Two examples:  

First - Adversaries may be forced to change their plans to avoid parts of the GNDA, this 

may cause their intelligence signal to increase, thus giving us an advantage in preventing an 

action.  Second – Adversaries may be forced into planning options that are not as favorable for 

the adversary thus complicating the operational planning, lowering operational security, and 

again giving us an edge.  Bottom-line, in changing an adversary’s behavior we, through the 

GNDA, can increase the intelligence signal of the plan or action, thus making it easier for law 

enforcement to stop the event.  

The goal of the GNDA is to make R/N terrorism prohibitively difficult for our adversaries.  

As a Nation, we must think of the collective impact on the adversary from all of the GNDA 

systems in concert as well of their deterrent effects and not focus on one “magic bullet” 

solution.  We must constantly seek to optimize each GNDA system or component; however, we 

must not fixate on striving for perfection in any one layer, component or system individually to 

the detriment of the system as a whole. 

So what is the future of the GNDA?   It’s an optimized system of systems that causes the 

most uncertainty of success for our adversaries.   That is really the focus of DNDO and the 



GNDA for the foreseeable future; to enhance the collective effect of all of the GNDA capabilities 

and in doing so, increase the effect of the nuclear defense spectrum to a level where 

adversaries perceive a radiological or nuclear attack against our homeland as a prohibitively 

difficult endeavor.   

We have certainly made great strides over the years, but there is still much more that 

needs to be accomplished.  We are fielding new systems, increasing our intelligence and 

information sharing, and identifying sustainment requirements for the systems that have 

already been fielded.  With that said, I’d like to introduce my colleague, John McKinney who will 

be speaking specifically on deterrence as it relates to WMD prevention.  Thank you. 

 (Applause). 

MR. JOHN MACKINNEY:  Thanks, John.  You’ll certainly notice some consistent themes 

between our two talks.  We work very closely together between the policy office and DNDO. 

My name is John MacKinney.  I’m the Director of Nuclear and Radiological Policy at DHS.  

The realm of issues that I deal with really span from threat all the way through consequences.  

But the issue to which I’m most dedicated is the prevention of nuclear terrorism against the 

United States. 

In 2010 I was approached by U.S. StratCom with a question, “what’s DHS doing in the 

realm of weapons of mass destruction terrorism deterrence, and can we collaborate with you 

on it?”  And my answer was brief.  It was, “nothing,” and “absolutely.” 

(Laughter). 

So my topic today is WMD Terrorism Deterrence; The Deterrence of Homeland Security.  

StratCom and I talked in Washington, D.C.  We talked out in Omaha.  I dug up scholarly works 

on terrorism deterrence to learn as much as I could. 

And I sat down with then-acting director Bill Hagan, successor to Vayl Oxford, and 

suggested that the Global Nuclear Detection Architecture would serve as a powerful deterrent, 

and he agreed wholeheartedly.  Since then DNDO has become a sort of test-bed for deterrence 

in the Department.   

I also encountered individuals who said that terrorists could not be deterred, that they 

were suicidal.  They were bent on destruction, and that nothing would sway them.  I would 

respectfully disagree with that and suggest that that’s a misinterpretation of deterrence. 

But let me start by framing the struggle against terrorism.  The nature of the conflict in 

which the U.S. engages is changing.  What we’re fighting for is changing.  The tactics and 



weaponry are changing.  Terrorism is a weapon of the weak.  It’s a weapon of those who can’t 

achieve their ends through diplomacy or the ballot box.  We’ll probably never defeat al-Qaeda 

with bullets and bombs.  This struggle is complex, is asymmetric. 

But one strategy remains, I would argue, and that is deterrence.  And so I’ll start with a 

premise, a principle, and a conclusion.  The premise is this; that any rational entity can be 

deterred.  The principle is; it is better to deter than to respond.  And the conclusion is; we 

should be deterring terrorists, in particular, regarding the use of weapons of mass destruction. 

It is, in fact, standing U.S. government policy to deter terrorist use of WMD against the 

United States.  It’s called for in nearly every major strategy and directive, including the 2002 

National Strategy to Combat Weapons of Mass Destruction, the 2006 National Security 

Strategy, the 2007 National Strategy for Homeland Security, the 2010 Quadrennial Defense 

Review, the 2010 Nuclear Posture Review, the 2010 Quadrennial Homeland Security Review, 

and the 2011 National Strategy for Counterterrorism. 

For example, the 2006 National Security Strategy states that, “The new strategic 

environment requires new approaches to deterrence and defense.  Our deterrence strategy no 

longer rests primarily on the grim premise of inflicting devastating consequences on potential 

foes.  Both offenses and defenses are necessary to deter state and non-state actors through 

denial of the objectives of their attack and, if necessary, responding with overwhelming force.” 

So why aren’t we all doing it?  Or, why is there no unified effort to do it?  Well, the 

answer may be that we haven’t completely transitioned out of Cold War deterrence thinking 

and operationalized it for homeland security purposes yet. 

But first, what is deterrence?  Very quickly, a dictionary will define deterrence 

something like this: to discourage (from acting) or prevent (from occurring), usually by instilling 

fear, doubt or anxiety.  The irony shouldn’t escape you.  The word “deter” comes from the 

Latin, dēterrēre.  I’ve probably pronounced that wrong, dēterrēre, which literally means to 

prevent via terror.  So we’re fighting fire with fire. 

At DHS we would say deterrence means “prevention of adversary actions harmful to 

U.S. national interests, achieved through decisive action over an adversary’s decision-making.”  

This was borrowed from the Defense Department, and it includes the concept of dissuasion, a 

related term.   

Deterrence is obviously a mature field.  The U.S. declaratory policy, for example, has 

been one of our most central deterrent messages against aggressors.  The NPR now states that 

the U.S. will “hold fully accountable any state, terrorist group or non-state actor that supports 

or enables terrorist efforts to obtain or use WMD.”  Note that this is a message.  It’s not a bomb 



or a plane.  It is a message conveying a threat that is backed by the full capability and resolve of 

the United States government. 

Deterrence is dogma in law-enforcement around the world.  The penal system may not 

deter everyone, but it does deter many from committing crime.  Guards, guns, dogs, fences, 

cameras and barbed wire not only impede criminal behavior, they are used to send the 

message to not commit the crime, that you will get caught, you won’t succeed, or it’s just not 

worth the risk.  This is precisely why I have an ADT security sign out in front of my house, as 

many of you perhaps do. 

The most prominent example, I think especially for this audience, is strategic nuclear 

deterrence.  We survived the Cold War, most would argue, because we successfully deterred 

the Soviet Union through our nuclear posture - the triad, of air, land and submarine-based 

missile delivery systems, along with other maneuvering under the broad strategy of 

containment. 

To prepare your thinking about terrorism deterrence, let’s take a quick historical review.  

Shortly after the end of the Second World War in 1946 military strategist Bernard Brodie 

famously stated, “Thus far the chief purpose of our military establishment has been to win 

wars.  From now on its chief purpose must be to avert them.”  The bomb altered the whole 

concept of national defense. 

And how prescient Brodie was.  In 1949, the USSR conducted its first nuclear test, 

catching U.S. intelligence by surprise.  The two superpowers experienced a precipitous decline 

in their relationship, and the Cold War was on. 

As the U.S. and USSR increased the quantity and the quality of their nuclear arsenals, it 

gave rise to a prospect of war with consequences almost beyond comprehension.  Diplomatic 

escalation from the 1950s through the 1980s paralleled dramatic increases in warhead yields, 

numbers of deployed warheads, and perhaps most importantly, the speed, flexibility, reliability, 

and accuracy of the delivery systems.  The prospect of nuclear war was ever-present and it was 

horrific; and it was a near reality in the Cuban Missile Crisis. 

War was avoided if each nation could respond to any attack with a devastating 

counterstrike.  Thus, Cold War deterrence relied on a simple calculus: Convince the adversary 

they will suffer unacceptable consequences should they choose to attack.  The U.S. sought to 

influence Soviet leadership to assure them that they could only lose a nuclear engagement.  In 

fact, the Soviets were deterring us as well.  What emerged was a kind of nuclear parity 

dialogue, the language of which involved warhead numbers and yields, the diversity of weapons 

delivery systems, nuclear posturing, for example in Turkey and in Cuba, and to some extent 

ballistic missile defenses.   



But deterrence was a dark proposition.  A wrong move on the part of either would 

necessarily result in the obliteration of both.  Peace was only the absence of war. 

Today the nuclear standoff has abated and we have a terrorist adversary.  In 1945 

nuclear technology ushered in an era in which traditional concepts of national defense faced 

obsolescence.  But in a terrorism era, the defense of the homeland has re-emerged.  What does 

deterrence look like now? 

Well regardless of the application, the principles of deterrence theory are the same.  

Fundamentally, to deter is to alter your adversary’s decision-making in a direction to your liking.  

An adversary’s deterrence decision calculus is a function principally of his perception of the cost 

of a course of action, the benefits of a course of action, and the consequences of restraint. 

To deny the benefits of action may mean to convince the adversary that they will not 

succeed in carrying out a particular attack, that the action will not achieve the immediate or 

long-term political or ideological goals, or it will not achieve the desired impact, for example, in 

damage, body count, or desirable press coverage.  Imposing costs can mean the threat of 

retaliation, but it can also mean increasing the financial costs of an action, increasing the risk of 

loss of key personnel or operational capability, the loss of a scarce resource; for example, a 

nuke, bad press; or, unacceptable increases in the time it takes to execute, and other options.  

Encouraging restraint involves a balancing of costs and benefits and concluding that restraint is 

actually the best option; that it’s an acceptable outcome; that we’ll live to fight another day; 

and that it would result in no harm to the movement. 

While the principles are the same, I will point out some important distinctions between 

Cold War deterrence and terrorism deterrence.  First, the nature of the threat is different.  We 

are not faced with an existential threat to the nation.  Even the worst conceivable terrorist 

attack, a nuclear attack in a U.S. city, would not be the end of the United States.  We would 

recover.  So a Cold War type nation-destroying capability for terrorism deterrence purposes 

would not be justified.   

Secondly, the adversary is different.  Instead of a state, and a superpower at that, we 

are faced with non-state actors ranging from lone wolves to a fully reorganized al-Qaeda 

organization.  There is an enormous military imbalance between the United States and its 

terrorist adversaries.  We are, therefore, at risk of going too far in the eyes of the world; the 

superpower beating up on the desperate and disadvantaged, not to mention collateral damage. 

Strategic nuclear deterrence was based on a reasonable understanding of our adversary, 

the Kremlin’s, core interests: their national security; the continuity of their current form of 

government; their economic viability and prosperity; and, the welfare of their people.  This new 

adversary is movement.  They’re motivated by purposes not easy for Westerners to 



understand, and are clearly willing to make significant sacrifices to achieve their ends, even if 

that end is a utopian vision that may be generations from fruition, if achievable at all. 

They have no homeland for us to threaten, no indigenous or native people, no economy 

or political status that they seek to preserve and protect.  They are mobile.  Their leadership is 

dispersed. They’re difficult to find and penetrate.  Diplomacy and other tools of strategic 

deterrence is of little use against terrorists directly. 

Does the declaratory policy cause Ayman al-Zawahiri to tremble?  Has he even read the 

NPR?  (It’s on the Internet, so maybe he did.) 

Third, deterrence objectives will differ from the Cold War.  Whereas Cold War 

deterrence was defined by military balance and mutual deterrence, end-states for WMD 

terrorism deterrence might include: perpetual delay, that is, of an act of terrorism; vigilant 

adaptation to threats; reorienting their definition of success; causing a rethinking of the means 

to their desired ends; and, even general discouragement and demoralization. 

All this does not mean that terrorists cannot be deterred.  It means we have to approach 

the question differently.  The primary challenge in terrorism deterrence is to identify and 

understand whom it is you are deterring. 

Deterrence efforts might be aimed at one or several different terrorist adversaries with 

different values and belief systems, different objectives and different modus operandi; for 

example, a white supremacist group, versus al-Qaeda.   

In a complex group like al-Qaeda, deterrence may involve the targeting of sub-groups 

within the terrorism apparatus.  So, messaging might focus on: the leadership; career 

professionals, such as recruiters, planners, trainers and bomb-makers; operational enablers, 

who provide financing, weapons, safe haven, transport, communications and other support – 

and I would include also profit driven smugglers in that group – military foot soldiers; affiliate 

groups -  these are the supporting groups responding to the call who desire association for 

ideological reasons; passive enablers, who reject direct support but nevertheless have pro-

terror policies and tolerate terrorist activity; moral legitimizers - these would be thinkers, 

academics, and clerics who provide the moral justification for terrorism; and, state sponsors.   

Such an array of deterrence targets could be daunting, presenting too many targets.  Or, 

it could be seen as presenting more opportunities to deter at one or multiple nodes in the 

terror apparatus and cycle. 

Functionally, deterrence works by the communication of a message.  To be effective, a 

deterrence message must be: 1) Perceptible;  It must be seen or detected by the target 



audience.  2) Credible;  It must be backed by the efficacy of capabilities and the resolve of the 

United States government. And 3) Relevant; That is, it must be crafted in a manner to achieve 

the desired impact on the target audience.   

You also have to communicate the right amount of information, but not too much, 

something we call strategic ambiguity, when less is more.   

Many means of communication may be effective, depending on the target audience, 

and how the message is crafted.  For example, public statements, press releases, and web site 

information; also, visible presence, such as deployed law enforcement, fences, surveillance, and 

detection equipment; pro-active operations, perhaps leveraging high profile drug interdictions; 

the use of exercises to publicize particular capabilities; carefully crafted and inserted messages 

in specific media venues aimed at specific targets; and supporting engagement in moral 

argumentation - Is it a justifiable thing to use weapons of mass destruction?  Will the effects 

reverberate with unintended consequences? 

So what does this mean for DHS?  Well in September 2010 Deputy Secretary Lute, in 

testimony before the Senate Homeland Security and Government Affairs Committee, stated 

that we cannot provide 100 percent surety no one will ever smuggle a nuclear weapon into the 

United States.  But we can make nuclear terrorism, as my colleague stated, “a prohibitively 

difficult undertaking for the adversary.”  “Prohibitively difficult” is taken to mean that we have 

the necessary anti-terrorism preventive capabilities to frustrate, thwart, detect and interdict 

terrorists and WMD, and that we can leverage our capabilities to deter WMD terrorism from 

ever being attempted at all.   

I would argue that, in fact, DHS is one big deterrent against terrorism, or at least a 

potential deterrent. DHS can, for example, communicate about our detection and interdiction 

capabilities and that those capabilities cannot be easily defeated.  We can indicate that the 

difficulty and cost associated with defeating or circumventing our systems will be very high, 

even prohibitive, and the operational risks will be unacceptable; that forensics and attribution 

capabilities will discover the perpetrators; that elevated protection of WMD materials, 

precursors, and associated technologies will foil terror plans; that travel anywhere will be very 

difficult and high risk; that they will not be able to use financial institutions for moving and 

storing funds due to the risk of loss of those funds; that resilient prepared communities, 

effective medical countermeasures, and hardening of potential targets, will deny a measure of 

the benefit that they seek. 

If we can perpetually delay attacks, discourage the enemy, cause them to rethink their 

actions or abandon plans, we will have successfully deterred.   



It may seem obvious that this is a good idea.  It is to me.  It’s a very low-cost way of 

making capabilities more effective.  But realistically, there are some hurdles.  It does require 

some commitment of staff and funding, which nowadays are going in the wrong direction.  One 

of the hurdles in selling terrorism deterrence is that it is difficult to measure.  In deterrence you 

have to measure actions not taken.  This has inherent challenges.  There are, however, some 

methods that qualitatively help determine the effectiveness of deterrence strategies.  These 

methods include: intelligence, especially communications intelligence: detainee interviews and 

interrogations: and changes in behavior attributable to the capabilities that we are specifically 

messaging.  The evidentiary gold standard would be clear intelligence intercepts and unbiased 

or impartial interviews; but even circumstantial and anecdotal evidence helps to support the 

effectiveness of deterrence.  

So I started by saying that any rational entity can be deterred.  I’m happy to debate that 

if anybody wants.  I also stated as principle that it’s better to deter than to respond.  Again, we 

can debate that.  But if these are valid, then the only logical conclusion is we should be actively 

deterring terrorism, especially involving the use of weapons of mass destruction. 

And with that, I’ll conclude. 

(Applause). 

MR. HUESSY:  Just ask people to identify themselves. 

MR. MACKINNEY:  We’ll take Q&A now, and Peter asks that you stand and identify 

yourself if you have a question. 

MR. Jonathan Medalia :  (Off mic) – from the Congressional Research Service.  I have a 

question about detecting highly enriched uranium.  Obviously, if terrorists were to make an 

improvised nuclear device, it’s much easier for them to do it with HEU rather than plutonium. 

At the same time, it’s very hard to detect HEU, especially the kind that might be made 

by Iran.  Where do we stand in the detection technologies to detect that?  What (lines of ?) 

progress do you seek? 

MR. ZABKO:  That question centers on the detection and not the series of events that 

would lead up to actually deploying that weapon.  I’ll answer the question for detection, but I 

really would stress to the audience that if we continue to look at can we detect yes or no, we’ve 

already started behind the adversary.  You have to take steps all along the way, as John has 

mentioned in his deterrence talk and I have mentioned in the system of systems that fit 

together to build the GNDA, where detection is only one piece of the puzzle and it doesn’t have 

to be the perfect answer if you put that layered defense in place. 



Specifically to HEU, yes it is a very difficult material to detect.  It is very prevalent in the 

world we live in.  It has its own safety and safeguards, which are in place; and there are some 

bad actors around the world who may choose to use it in the future. 

I mentioned our Transformation and Applied Research Department here at DNDO, and 

also there are folks around the United States government that work along the same lines that 

are trying to make that next leap in detection.  And while sometimes people get fixated on the 

passive detection part of detection, there are many other ways that we are trying to take that 

next leap forward in non-passive, either through active detection through other technologies 

such as muons, through radiography, which is an active detection as well.  So there’s a whole 

suite of technology that’s going to combat the detection problem that we’re trying to advance.  

And it is a difficult question.  It is a very difficult part of the GNDA, the detection of shielded or 

HEU. 

MR. NICHOLAS DETORO:  Thank you, sirs, for speaking this morning.  My name is 

Nicholas Detoro – (off mic).  Speaking towards your deterrence presentation, I wonder if you 

could elaborate on state sponsored deterrence, specifically where a state gives a non-state 

actor a weapon, and the attribution process that would trace back that weapon to a state; but 

the deniability of that state to be involved in the process.  I think former DHS Secretary Chertoff 

mentioned something along the lines of a state agreeably cooperating with the United States 

and admitting to having misplaced or lost a weapon or something to that effect.  And then, with 

that state no longer being held accountable, how would that work within your deterrence 

network? 

MR. MACKINNEY:  That’s actually getting into a realm where the Department of 

Homeland Security is not best to give the answer.  Those are diplomatic questions; or, Defense 

Department deterrence, which goes back to declaratory policy.  That is, if we think that you 

have committed an act of WMD terrorism against the United States, you’ll receive the full 

weight of our response. 

The forensic and attribution capability is something that a number of departments in 

the U.S. government are heavily invested in.  We continue to improve the science behind that, 

both on pre-materials which DNDO handles, and post-incident.  There are a lot of international 

collaborations going on, efforts at sharing of data and information, to improve our ability to 

find out where a device came from, either pre- or post-incident. 

And at that point it becomes a diplomatic  issue.  If there is a sufficient level of 

confidence that the U.S. government has attributed material for a weapon to a particular state, 

then again, you sort of raised the issued, they claim they don’t know about it and there’s 



deniability.  I really don’t think that there is an answer we can give to that here.  That’s a White 

House and diplomatic question.  I hope that’s sufficient to answer you. 

Do you want to add to that? 

MR. ZABKO:  I’ll just reiterate that we do have a national technical nuclear forensics 

capability for pre and post, and that that’s being spirally developed by leaps and bounds.  So 

the thought either that there’d be no intel or there’d be no forensics, that chance is getting 

very slim, that they can just clandestinely donate or pretend they lost the weapon and no one 

would know where it came from.  And then it would be, as my colleague says, a presidential 

and a White House decision on how to act after the science and forensics give them the 

information they needed. 

MR. RICHARD BAINE (ph):  Richard Baine,  American Company.  How do you measure 

effectiveness?  And there’s kind of two parts to that question and it’s actually a really tough 

question, I think. 

One part is you’re going to measure it internally and be able to have some kind of data 

and information you can look at to determine whether or not internally you are being effective.  

Then there’s another part which is, how do you translate that or transmit that to the general 

populace in the midst of the current budget environment?  How do you convince people that 

we’re giving you a certain amount of money, we’ve got our monies worth? 

MR. MACKINNEY:  Well, that’s kind of the whole purpose of my speech.  I mean no 

disrespect, actually it’s a difficult thing.  You can’t really measure something that has never 

happened – but going to methods of indication, at least, intelligence interviews and changes in 

behavior. 

So I’ll give you an example, the printer cartridge bomb that we found on a plane headed 

for the United States.  We found it.  But the effort – it was the Yemenis, right?  But the effort 

that they went to disguise that bomb to circumvent our systems demonstrates an alteration of 

behavior; that we are actually deterring.   

They still tried it.  The figured how – they had to go through all the brain machinations 

to figure out how they could circumvent our systems.  That is anecdotal evidence that the 

systems we have in place to prevent bombs from getting on aircraft is working pretty well.  I 

mean, it was a brilliant device and we still found it, of course.  That’s anecdotal evidence. 

There is interview information from – and I can say this, it was published in the open 

press.  There’s interview information that a detainee said “we can’t get radioactive material 



into the United States because you have all these detectors.”  I’m paraphrasing.  So, that’s 

important. 

Now how much research did he do?  I don’t know.  I mean, if you actually had the 

radioactive material and you wanted to conduct an attack, maybe now this is the 

reconnaissance and research phase, and a terrorist would dig in deeper and figure out whether 

he can do it or not.  But that, nevertheless, is information that’s extremely important. 

They’re listening.  They’re watching.  And that individual would have been deterred.  His 

opinion was, “we couldn’t get it in.  They’ve got detectors everywhere.” 

MR. DOUG Guarino:  Doug Guarino, National Journal.  There was some mention of 

budgets going in the wrong direction with some of these things.  Is there any specific items you 

can identify that we should ideally be doing but won’t be able to in the coming fiscal year given 

how things are shaping up? 

MR. MACKINNEY:  I can’t comment on budgetary matters, I’m sorry.  Honestly, I’m not 

sufficiently tied into what the coming year budget is, and I wouldn’t want to try to second guess 

the management of DHS on that. 

MR. GUARINO:   Well, in regard to what’s been proposed on the Hill, not within the 

administration? 

MR. MACKINNEY:  Well, you know, all the departments are dealing with budgets being 

clamped down, and trying to not furlough people.  So, you know, if you’re furloughing people 

you’re probably not expanding programs.  You know, we’ve got parts of DHS that are being 

furloughed.  Obviously the Defense Department has got a lot of furlough going on.  So, you 

know, we’re kind of in a holding pattern in terms of programmatic spending. 

MR.ZABKO:  The sustainment of currently deployed capability technology could also 

suffer, obviously.  As budgets go down, what you have out there in the field you extend the 

maintenance – the period you extend how long they were supposed to be operating.  So again, 

as John said, without second-guessing any of the decision-makers that are aligning budgets, you 

can obviously imagine if you deploy capability and then do not apply the funds to sustain it, 

your capability is going to come down. 

MR. HUESSY:  Could you address two issues?  Where do you think you’ve done the best 

in terms of international cooperation programs?  And I’ll ask a positive question here, where 

has Congress improved the most, do you think, in understanding your program and supporting 

it? 

MR. MACKINNEY:  I’m going to let John answer those. 



(Laughter). 

MR. ZABKO:  I mentioned during my talk the work with the International Atomic Energy 

Agency.  That’s where I think it’s a shining star for the effect of the Global Nuclear Detection 

Architecture and the effect DHS had on the world and how we perceive the way we attack this 

problem.  Back in the day, for all the member states and for the IAEA in general, they were 

concerned for safety and security.  And security meant guns, gates and guards. 

We have now gotten the word to institutionalize architecture into their documents.  

That is a huge win.  That means security from source acquisition to deployment on target. 

And that was a foreign concept, no pun intended, before we entered the fight back 

when Vayl was at the helm for DNDO.  To get that one document into the security series with 

the word architecture published in that document is amazing.  The next one following up is the 

application of planning and exercises, which is another very, very strong message to send out to 

the international community. 

You just can’t have a doctrine.  You’ve got to make it operational on the ground.  And 

that’s another big one. 

The next one is the risk assessment tool we’re developing with the IAEA and GICNT, 

Global Initiative to Combat Nuclear Terrorism.  To get that into the mantra where they’re not 

just doing risk assessments, attacking a physically hardened target, that was risk assessment in 

the safety and security regime in the IAEA back in the day.  Now we’ve got them looking, hey, 

it’s that whole pathway.  The risk assessment and the whole pathway, how do I optimize each 

one so that the head terrorist or the adversary has trouble migrating between the nodes of that 

pathway?  That’s a huge win. 

We have some specific bilateral engagements with the Brits and in Singapore that have 

really, really flourished because of their desire to set up their own domestic nuclear detection 

architecture to mesh in.  And those are a few. 

MR. HUESSY:  Is Singapore part of port security? 

MR. ZABKO:  Port security focus, yes, because of the huge commerce.  And I forgot the 

second part of your question. 

MR. HUESSY:  (Where is Congress the best ?)? 

MR. ZABKO:  The overall understanding of what the GNDA is and moving them from a 

detector focus to this holistic picture, it’s coming around.  And that’s very promising for us.  I’d 

say that’s where the biggest leaps have occurred in the last year, year and a half.  It’s getting to 



understand that the whole picture, not just this point specific, technology specific or 

operational specific focus, and how good is that one thing compared to the money that’s put 

against that one, instead of how it fits in the whole system of systems.  That’s coming around. 

MR. HUESSY:  Well, it’s 9 o’clock, gentleman.  Thank you. 

(Applause). 

Thank you all for being here. I look forward to seeing you tomorrow with General 

Kowalski.  But also I want to thank Schafer as one of our sponsors of today’s event.  Thank you 

for your support.  

And again, Lisa, thank you for all your work.  And John and John, thank you again for 

very informative remarks.  We will have them for you to edit and look at.  

And also, I wanted to say thank you Vayl for coming and to welcome you here.  And I 

want to thank all of you.  This is, I think, our 32nd breakfast this year.  We have three more. 

And two other things.  We are doing a triad conference in Kings Bay in November, as we 

did in Minot, North Dakota in May and Washington, D.C. last September.  We are also doing a 

joint Air Force, U.S. Navy SSP conference in Bloomington, Indiana.  You may know that NAVSEA 

Crane is the third largest Navy base in the country and it’s in Indiana.  

They do joint U.S. Air Force, Navy strategic nuclear common work on ballistic missiles, 

both the SLBM and ICBM.  And they also do NAVSEA – they do a lot of surface warfare work.  It 

is, as I said, the third largest site. 

And we will be doing a conference in October, the week of October 14th, on the joint 

work between the SSP and ICBM community in the Air Force and Navy.  And I will be sending 

out invitations.  If you’d like to attend, particularly if you would like to have a speaker, Admiral 

Benedict and General Harencak will be our prime speakers, along with the two senators from 

Indiana.  So if you’re interested in that, please let me know.  That, again, will be the week of 

October 14. 

Again, John Zabko, John MacKinney, thank you so much for your support, and would you 

all give a warm thank you for our two speakers today? 

(Applause). 


